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Aim of the publication:

Collaborative Condition Monitoring (CCM) represents an innovative approach
to multilateral data sharing.

This approach is shown here in connection with a “three-point fractal”, which
consists of a component supplier, a machine supplier and a factory operator,
and aims to generate economic added value for all stakeholders.

This publication aims to make the idea of the “CCM three-point fractal”
accessible.

The necessary legal, technical and economic framework conditions are
highlighted and discussed with reference to various scenarios.



1 Introduction

The German economy is facing major challenges in the
form of sustainability and climate neutrality. Although
the process of transforming the economy and society has
already started, it will continue well beyond 2045.

Meanwhile, value chains must become more competitive
and more resilient. The natural disasters, pandemics and
wars currently in the headlines clearly illustrate the fragil-
ity of global value chains.

Today, the digital transformation of industrial value cre-
ation is generating ever greater volumes of data and cre-
ating a need for greater transparency. Data is used and
shared, providing valuable input for existing and new busi-
ness models. The paradigm shift underway is changing the
world of work and the shape of communication. How and
where value is created is also changing.

As a result of these changes, the use and handling of data
has inevitably moved centre stage. Collaborative Condition
Monitoring (CCM) shows potential for multilateral data
sharing. The transparency it offers also lays the foundation
for improving resilience.

Due to the globally networked nature of information and
companies, interdependencies in value chains will continue
to exist, despite the accelerated trend towards decoupling
driven by geopolitical tensions.

The information carried by a single record is straightfor-
ward. It could be a temperature, a person’s age, the result
of a quality check, or the number of orders processed by a
company in one day. Analysts can only draw relevant con-
clusions, that is conclusions about economic relationships
or human behaviour, by combining various pieces of data
or by considering data histories. In either case, the infor-
mation concerned is information over which companies
or individuals should retain sovereignty. It must therefore
be in our interest to create a secure environment for data,
similar to the secure environment we have created for our
currency, especially in areas where information replaces
currency. For example, we have secure depots in addition

to secure and largely traceable routes for our currency.
There are insurance policies against misuse for payment
system users. Set rules also exist for the exchange and valu-
ation of currencies with respect to each other. For example,
market participants positioned along a value chain such as
component suppliers, machine suppliers and factory oper-
ators require, on the one hand, sovereignty and secure data
spaces in order to collaborate across company boundaries.
On the other, they need to be able to assess and secure the
value of the information is also a prerequisite.

Europe is already well on the way to achieving this goal:

In addition to a large number of contract-based corporate
collaborations on the market, initiatives such as Gaia-X and
industry projects based on these, such as Catena-X, are also
currently emerging to develop a “network of networks”
approach for the automotive industry across the entire
value chain. The foundations are thus being laid for making
the added value of cross-company data exchange compat-
ible with values such as data sovereignty.! In B2B business,
data sovereignty means that companies have their own
control over access to and use of their data. They can there-
fore decide themselves who receives data and for what pur-
pose.

The Gaia-X approach reflects European values such as lib-
erality and multilateralism. It positions data and the secure
exchange of data as a “currency” and thus allows partic-
ipating institutions and companies to use data to shape
business models, in the same way as goods and services

are purchased and sold today. Furthermore, by combin-
ing traditional and data-based business models under the
umbrella of a legal framework that safeguards all stake-
holders, the approach establishes mutual trust. It will there-
fore be able to rival provider-specific approaches in the
long term. This mutual trust is crucial to success.

To create a vision of collaborative data-based business
models in manufacturing and thus pave the way for these
business models, we outline sample concepts of multilat-
eral data sharing on the basis of CCM.

1  Data sovereignty in the sense of complete control over stored and processed data as well as the independent decision on who may access it.

(Source: “The Project Gaia-X”)


https://www.bmwk.de/Redaktion/EN/Publikationen/Digitale-Welt/das-projekt-gaia-x-executive-summary.pdf?__blob=publicationFile&v=8

2 Status quo: What is t'e

2.1 From bilateral to multilateral data sharing

At present, business models or activities designed to
improve efficiency in many manufacturing companies
often involve bilateral data exchange between two partic-
ipating companies. However, for additional efficiency or
market potential in the manufacturing industry to be lev-
eraged, there needs to be a change in mindset from purely
bilateral data exchange to holistic, standardised and multi-
lateral sharing of data from multiple stakeholders.

Working hypothesis of the CCM project group
of Plattform Industrie 4.0:

“Multilateral data sharing offers enhanced
opportunities for B2B data-driven business
models and value creation for all stakeholders.”

For multilateral data sharing to take place, stakeholders
must create an infrastructure with the appropriate frame-
work conditions (technical, legal and economic) as a foun-
dation within the context of a jointly defined constellation.

With this in mind, the CCM project group of Plattform
Industrie 4.0 plans to initiate a discourse with stakeholders
in the manufacturing industry:

Core question addressed by the CCM project
group of Plattform Industrie 4.0:

“What frameworks and innovations are needed
to enable multilateral data sharing and thereby
create cross-enterprise, data-driven business
models?”

2.2 What is the situation today?

At present, value chains are formed mainly on the basis of
a sequence of bilateral contractual relationships between
the delivery recipient (customer) and the supplier (vendor).
In complex value chains, there are no overarching contrac-
tual relationships, particularly in industries that have very
high supply volumes on occasion. As a result, customers
have no knowledge of what further supplier relationships
their suppliers have with other companies, i.e. what they
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receive from their own suppliers. For the supplier part,
this is not necessarily relevant for the customer. However,
once data-driven business models are involved, data from
the suppliers of the customer’s own supplier also becomes
important.

Market trends and socio-political developments are
increasingly converging in terms of requiring traceabil-
ity of the origin of products and their components along
the value chain. For example, as of January 2023, the Sup-
ply Chain Due Diligence Act (“Supply Chain Act”) requires
companies to provide the necessary transparency regard-
ing data and processes from the value chain and to make
the origin of their supplier products traceable. From a sus-
tainability perspective, the emissions required to produce
all supplier parts along the entire value chain are also rele-
vant for calculating the carbon footprint of a product. The
concept of the circular economy will only be feasible in
practice with the creation of traceability and transparency
about the origin and use of raw materials.

2 See https://catena-x.net/en/

3 Gaia-X: A Federated Secure Data Infrastructure

The digital transformation of business processes in manu-
facturing industry is the basis for creating transparency and
efficient cross-company collaboration along value chains.
Small and medium-sized companies in particular often
find themselves weighing up the conflicting demands of
investment and costs required for digitalisation and the
associated benefits and economic added value. The German
Federal Ministry for Economic Affairs and Climate Action
(BMWEK) has recognised this challenge and is supporting
German industry with extensive funding measures to build
cross-company value networks, for example as part of the
German government’s economic stimulus package. Other
funded initiatives such as Catena-X2, Gaia-X3 and IPCEI-CIS4
are also promoting the establishment and expansion of dig-
ital ecosystems with the aim of cross-company and collab-
orative value creation. Many industry experts agree that in
the next developmental stage of Industrie 4.0, cross-com-
pany, multilateral data sharing will play a key role in lever-
aging potential efficiencies and creating innovative added
value.

4  BMWK - IPCEI Next Generation Cloud Infrastructures and Services (bmwk.de)



https://catena-x.net/en/
https://www.gaia-x.eu/
https://www.bmwk.de/Redaktion/EN/Artikel/Industry/ipcei-cis.html
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It is often the case that data generated in industry remains
unused in individual departments or production sites,
resulting in the formation of fragmented data silos. How-
ever, many experts and users in industry agree that a sig-
nificant contribution to the digital transformation of
industry is made by further processing and linking these
unused data silos within the context of collaborative use
between the companies involved in industrial value crea-
tion.

The reasons motivating companies to participate in multi-
lateral data sharing may be weighted differently, depend-
ing on the specific considerations of the business field

in question. In general, however, it is in the interest of
companies to share data if this results in an economic
improvement or a competitive advantage.

In principle, the (cross-company) use of data can serve to
improve existing products or processes and to optimise
business processes (motive 1). This factor will also usually
be the primary reason that motivates companies to tap
into data sources.

Moreover, the use of data can also lead to the further
development of existing business models or the devel-

5

opment of new business models (motive 2). This has been
the case to a large extent in B2C markets. In these mar-
kets, the use of consumer data or creation of profiles dur-
ing this process has sparked brand new opportunities for
value creation and thus also the formation of new, some-
times disruptive business models. In the industrial B2B
context, the starting position must be assessed differently
with regard to the heterogeneity of the data and the asso-
ciated integration efforts. Nevertheless, it is clear that here,
too, existing business models will be further developed
and new business models established, some of which are
expected to be disruptive.

Another reason motivating companies is that they are
facing growing legislative and social pressure to take envi-
ronmental and social criteria into account in their product
portfolio (motive 3). This may require using data and shar-
ing it across the value chain, e.g. the German Electrical and
Electronic Manufacturers’ Association (ZVEI) showcase for
determining the “Product Carbon Footprint”s.

Multilateral data sharing is essential to meet these require-
ments. This has already been recognised by the automotive
industry. Initiatives such as Catena-X are laying the initial
foundations for secure multilateral data sharing between

Automatisierung entscheidend fiir Klimaschutzziele - zvei.org (“Automation decisive for climate protection goals”; available in German only)


https://www.zvei.org/presse-medien/pressebereich/automatisierung-entscheidend-fuer-klimaschutzziele
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market participants along the automotive value chain. The
focus is on the development of data exchange frameworks
that guarantee data sovereignty and thus create a basis of
trust between the partners. Based on three ideal types of
motives, the motivation for multilateral data sharing is
described below and illustrated by selected practical exam-
ples. Basic technical, legal, and economic conditions of
data sharing are considered in each case.

What are the ideal motive types for companies to share
their data with other companies?

Motive 1:
Improve existing processes and products

The cross-company availability of data along the value
chain can make a significant contribution to the transpar-
ency of value chains. End-to-end value chain transparency
should not only enable traceability, but also represent all
of the externalities associated with the value chain. The
advantages of end-to-end value chain transparency are
manifold, as illustrated by the following examples:

e Data transmitted in real time enables companies to
respond to fluctuations in demand in a timely manner,
adjust supply inventories, and thus optimise risk man-
agement in their supplies.

e Value chain transparency can highlight, quantify and
exploit potential for cost savings.

e Quality costs can be significantly reduced by means of
information on the manufacturing history of product
components and data-driven root cause analysis (see
box).

When data from the usage phase of products is shared
multilaterally, new opportunities can arise in the area of
analysing product usage and application, which can then
be used to further develop and optimise products. Trans-
parency with regard to product usage data helps manu-
facturers to identify weak points and potential areas for

improvement in products more quickly and thus imple-
ment more efficient product maintenance.

For example, when a component supplier supplies a
machine supplier, the return flow of information from the
use phase is of increased interest not only to the machine
supplier, but also to the component supplier. For the com-
ponent supplier, operating data can help, for example, to
identify design errors and production faults and to correct
these promptly. The following example shows the poten-
tial of multilateral data sharing between market partici-
pants in automotive manufacturing:

Nowadays, if vehicle malfunctions occur during oper-
ation, the root cause analysis is often carried out in
the form of a parts-driven quality management pro-
cess: After the faulty component has been replaced,
the causes of the malfunction are only reported back
to the vehicle manufacturer and component supplier
by the workshop on a random basis. Relevant details
and contextual information regarding the malfunc-
tion are often missing completely. This is mostly due to
the use of isolated, proprietary IT system solutions by
the parties involved (workshop, vehicle manufacturer
and component supplier), which hinder cross-com-
pany collaboration. Switching to a data-driven qual-
ity management process, where relevant root cause
information is shared in a structured way between all
parties involved, enables faster root cause analysis and
targeted traceability in the value network (for exam-
ple, instead of a manufacturer having to recall 100,000
cars due to a fault, the actual number might only be 50
because the fault can be pinpointed more precisely).

Motive 2:
Further develop existing business models and develop
new business models

Multilateral data sharing can also be a key driver behind
the further development of existing business models and
the establishment of new business models. Taking machin-
ery and plant engineering as an example, this results in a
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wide range of opportunities for the individual partners in
the value chain.

In addition to selling production equipment, marketing
a service bundle for remote maintenance of production
equipment based on the usage data is already common

practice among companies today.

Alternatively, the machine supplier may no longer be able
to sell the production equipment to the factory operator,
but may receive an ongoing payment from the factory
operator instead based, for example, on the usable output
(“pay-per-use”). This would allow a service bundle to be
combined in various forms or expansion stages, e.g. remote
maintenance/service on site or data provision (production
data, Q data, etc.) via standardised application program-
ming interfaces (APIs) or in blockchains for application
scenarios. The ongoing payment then scales according to
the “add-on services” ordered. It is conceivable that in a
similar set-up the factory operator would receive a bonus
in the form of credits, discounts or cash: the factory oper-
ator would allow the machine supplier to access the usage
data of the production equipment and thus spot potential
opportunities for optimising its future products.

The multilateral expansion in this example extends data
sharing to additional participants in the value chain, thus
extending the previous bilateral, point-by-point approach
to other relevant elements of the value chain. In the above
business model (pay-per-use for the quantity of machine
output of parts), data on the supply of raw material for the
machine would add value, as well as data on the quantity,
quality and demand in further processing of the parts pro-
duced by the machine. In this context, the machine can
always be considered as part of the value chain. There-
fore, the consideration and thus the data sharing can also
include larger parts of the value chain, such as a complete
production line or even an entire factory with suppliers
and customers. Environmental parameters such as room
temperatures or weather could also be added, especially in
data-driven use cases for energy optimisation.

Data collected at the machine, store floor and factory lev-
els can be used in a variety of ways as new business models
are developed. For a factory operator, the collection of data
from data sources (sensors, controls, IT systems) can be
priced using a value per data point and the volume of the
data collected. This business model is currently only used
in a bilateral business relationship. However, it could also
conceivably be extended to multilateral business relation-
ships. Furthermore, this data could also be used to create
common pools of data sets from different companies and
industries, which could then be used in R&D as training
data sets for the development of algorithms. For example,
optical inspection systems based on artificial intelligence
(AI) require large volumes of image data for the teaching
process. The provision of neutralised data from different
production companies generates a larger data pool and
can thus accelerate the Al process to generate meaningful
results®.

Motive 3:
Support in the consideration of ecological and social
goals as well as regulatory requirements

Future regulatory requirements for a climate-friendly and
resource-efficient economy will also make new forms of
collaborative data collection and use necessary. An impor-
tant element of this will be digital product passports
across all companies in the value chain, in order to fulfil
the extension of the “Ecodesign Directive” in a “Sustain-
able Product Initiative” of the European Commission, as
defined in the Green Deal.

One barrier to data sharing for companies is often the ini-
tial investment cost. This applies in particular to small and
medium-sized enterprises (SMEs): According to the Federal
Statistical Office, these approximately 2.6 million compa-
nies account for 42% of gross value added in the Federal
Republic.” The question is not simply that of investing in
technical infrastructure, it is also about investing in devel-
oping the relevant expertise and checking the legal per-
missibility of data sharing.

6  Wie KI die Qualititssicherung im Schweif3prozess verbessert (produktion.de) (‘How Al impoves quality control in the welding process”;

available in German only)

7  See Federal Statistical Office: Small and medium-sized enterprises



https://www.produktion.de/digital-manufacturing/wie-ki-die-qualitaet-von-roboter-schweissprozessen-sichert-237.html
https://www.destatis.de/EN/Themes/Economic-Sectors-Enterprises/Enterprises/Small-Sized-Enterprises-Medium-Sized-Enterprises/_node.html;jsessionid=C35A7885EB7DCA74297527EDAD50DCEE.live711
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However, if the industry is already obliged to make such
investments in order to comply with regulatory require-
ments, the investments made in this regard can also be
used more widely. Again, an example of this is the Sup-
ply Chain Due Diligence Act (“Supply Chain Act”). As of

1 January 2023, this law obliges companies with at least
3,000 employees in Germany (and as of 1 January 2024,
companies with at least 1,000 employees in Germany) to
make reasonable efforts to ensure no violations of human
rights occur in their own business operations and in the
value chain. Comprehensive monitoring and documenta-
tion obligations are regulated in the law. These obligations
would be greatly simplified if IT-based collaboration struc-
tures allowing the necessary data to be shared in the value
chain were available for this purpose.8 The requirements
could be imposed by the companies at the end of the value
chain on their suppliers. If investments in data-sharing
capability must be made in any case, it would make sense
to use this potential for other value-creating purposes as
well.

Ultimately, companies must balance conflicting inter-
ests within their own field and their business activities
are therefore guided not only by policymakers, but also
by other institutions. Non-governmental and non-profit
organisations set standards and norms, creating product
transparency through certifications and labels. As a result,
there is more pressure on customers to gain a greater
insight into the origin and sustainability criteria of pro-
ducts.

This trend can be taken into account through cross-com-
pany data exchange, e.g. in order to be able to determine
the product carbon footprint of a product across the value
chain in a methodically reliable way.

8  With Gaia-X and the Federation Services, a decentralised, federated infrastructure will be available for this purpose in the future.
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9  Coopetition: https://www.investopedia.com/terms/c/coopetition.asp; Coopetition is a neologism coined to describe the act of cooperation
between companies that compete with each other. The term is a portmanteau of cooperation and competition.



https://www.investopedia.com/terms/c/coopetition.asp
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4.1 The CCM three-point fractal as a
reference model

CCM is based on cross-company cooperation within the
framework of the “three-point fractal” consisting of a com-
ponent supplier, a machine supplier (integrator) and a fac-
tory operator, with the aim of generating economic added
value for all parties involved (cf. Figure 1).

Nowadays, productive value creation in industrial appli-
cations often takes place in globally distributed value net-
works. Such a value network includes a variety of compa-
nies, such as OEMs (original equipment manufacturers),
suppliers at various tier levels, machine suppliers, system
integrators and IT system solution providers. These com-
panies are accompanied by providers of additional services
for the organisation and execution of global logistics and

reference model
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service processes. All of these entities in the global value
network of production have a variety of different bilateral
relationships with their partners in the value chain. The
complexity of these value networks can be modelled by
scaling the three-point fractal (cf. Figure 2).

4.2 Roles in the CCM concept

With regard to the creation and use of data, a basic distinc-
tion can be made between the stakeholders according to

(i) who creates the data or at whose site is the data is cre-
ated (“data producer”), (ii) who is authorised to decide on
the handling or use of this data (“data controller”), (iii) who
offers the data to third parties (“data provider”), and (iv)
who uses or evaluates the data (“data user”).

These roles are not mutually exclusive; one participant may
take on multiple roles. With regard to the CCM triple-point
fractal, one participant may even assume all roles in the
case of a factory operator. A factory operator generates the
data, has control over the data, can offer the data to third
parties for their use and also evaluates some of the data in
order to monitor the factory’s own production.

1| Data producer:

The data is generated by the data producer or at the data
producer’s site. With respect to the CCM three-point frac-
tal, we assume that only the factory operator can be the
data generator. The component supplier or the machine
supplier could also possibly be considered as the data gen-
erator. After all, they install the hardware by means of
which the data is generated. However, a piece of hardware
only records information that is generated by the factory
operator’s use of the production equipment. No one would
think that the manufacturer of a video camera is also its
user, i.e. the person who is the “data producer” of videos
and who then possibly trades with these recordings.

2 | Data controller:

A data controller is anyone who can factually access data
without violating legal provisions, such as in particular
Sections 202a ff. and 303a of the German Criminal Code
(StGB) or the Law on the Protection of Trade Secrets
(GeschGehG).10 In the CCM three-point fractal, this can be
all participants. Since data is not subject to an exclusive
right, there are hardly any restrictions on the role of data
controller.!! Exclusive rights are, for example, ownership
or copyright. An exclusive right protects the holder against
any third party; i.e., no one may use the thing or copyright
work in relation to which the exclusive right exists without
the express permission of the right holder. The situation is
different for data. If the data controller passes on data to

a third party, the third party may use this data freely. This
applies in all cases except where third parties come to a
contractual arrangement with the data controller to restrict
their use of the data. However, this contractual restric-

tion of use - usually referred to as a data licence!? - is only
binding between the contracting parties. If the licensee
discloses the data to another third party in breach of the
contractual restrictions, the original data controller can-
not prohibit this third party from using the data.l3 The data
controller may only claim damages from the licensee due
to the breach of the contractual restrictions or, if agreed,
the payment of a contractual penalty.

The data controller is therefore anyone who has access to
the data. If the data controller breaches contractual restric-
tions, such as prohibitions on disclosure, this remains irrel-
evant for a third party; the restriction is not transferred.

3 | Data provider:

The data provider makes the data available to third parties.
In the CCM three-point fractal, the data provider is the fac-
tory operator who communicates the data to the machine
supplier or the component supplier. It is also conceivable

10 This does not apply to personal data as defined by the General Data Protection Regulation (GDPR); such data may only be processed to the
extent that the controller can invoke a legal justification as defined by the GDPR.

11 See “Digitaler Neustart” (“Digital Reset”; available in German only) Working Group of the Conference of Ministers of Justice of the Federal

States, Report from 15 May 2017

12 The term is misleading, since the licence originates from the field of industrial property rights. A licensor grants the licensee rights to an
exclusive right. In contrast, under a data license, the licensor restricts the licensee’s otherwise free control over the data.

13 Even the mere willingness of a third party to take advantage of the licensee’s breach of contract known to him does not, as a rule, lead to
claims by the data controller against the third party (cf. Griineberg/Sprau, German Civil Code (BGB), 81st edition, Section 826 point 23).


https://www.justiz.nrw.de/JM/schwerpunkte/digitaler_neustart/zt_bericht_arbeitsgruppe/bericht_ag_dig_neustart.pdf
https://www.justiz.nrw.de/JM/schwerpunkte/digitaler_neustart/zt_bericht_arbeitsgruppe/bericht_ag_dig_neustart.pdf
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that the machine supplier may communicate data to the
component supplier. In addition, disclosure of data by par-
ticipants in the three-point fractal to third parties is pos-
sible either directly or through an intermediary, such as a
data trustee.

Since there is no such thing as an “exclusive right” to data,4
data providers are regularly confronted with the issue that
the data they have provided may be disclosed to unauthor-
ised third parties. If, for example, the three-point fractal
only comprises data being communicated by the factory
operator to the component supplier and if the data in ques-
tion is only, for example, generated by sensors installed by
the component supplier, this is less relevant for the factory
operator. However, if the data can be used to indicate how
the factory operator controls production, which customers
the factory operator works for or even whether production
capacity utilisation is high, this is data that competitors can
use to draw conclusions about the future behaviour of the
factory operator in competition.

Such risks are usually countered by having the data pro-
vider only disclose the data to the recipient if the recipi-
ent commits to a data use agreement, a data licence,!> to
limited use and to confidential handling of the data. The
problem here is that the protective effect of such contrac-
tual prohibitions is actually very weak. It is only possible
in exceptional cases for the data provider to prove that a
licensee has violated the prohibitions on disclosure regu-
lated in the data use agreement. Contractually bound data
recipients can always claim that they did not release the
data and that the data must have been accessed directly
from the data provider without authorisation. There are
currently no suitable contractual means to increase the de
facto protective effect of prohibitions on disclosure and
confidentiality obligations in data use agreements. A tech-
nical solution such as a technically unchangeable recipient
identifier for the data concerned would make it easier to
prove who disclosed the data.

4 | Data user:

The data user evaluates either self-generated data or data
received from a data provider. If the component supplier
wants to access the data for its components during the
machine operating phases, it is considered to be a data user.
If the component supplier has received the data from the
data provider under a data licence, the component supplier
is under a contractual obligation to the data provider to
comply with the scope of use regulated in the data licence.
In fact, however, the data user is a data controller just like
the data provider, i.e., third parties have free control over
the data obtained from the data user.1¢

4.3 Coopetitive granularity of the
reference model

The granularity of the three-point fractal as a reference
model of the CCM use case with respect to multilateral
data sharing is discussed at three levels of consideration.

4.3.1 Data set

The first level of consideration is the data set, i.e. the par-
ticular data objects that are exchanged across companies.

To illustrate the key challenges and issues that arise in
cross-company collaboration from technical and market
viewpoints, the exchange and use of temperature data is
envisioned as a potential use case in relation to the three-
point fractal. Here, the temperature data only serve as a
representative application example for a data object; other
data objects could also be used, e.g. carbon emission data
against the background of an integrated sustainability con-
sideration.

14 See previous Chapter 4.2 Roles in the CCM concept, under “2 | Data controller®

15 On misunderstanding the term, see above footnote 12.

16 See previous Chapter 4.2 Roles in the CCM concept, under “2 | Data controller®
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4.3.2 Data business policy

The second level of consideration, Data Business Policy,
comprises essential aspects that must be taken into account
when modelling data for cross-company data use (see Fig-
ure 3). Issues relating to data handling are addressed in the
data business policy, e.g. the agreement on data use rights
(analogous to the description of use rights in bilateral con-
tracts).

Every piece of data (e.g. piece of temperature data) that is
to be used and exchanged across companies must com-

ply with a data business policy that regulates data usage by
defining different parameters for the specific piece of data.
This metadata describes essential properties of the piece of
data, such as usage or application, covering both technical
and economic aspects of date usage.

Table 1 shows examples of the possible regulatory content
of a data business policy:

Table 1: Examples of the regulatory content of a data business policy

Authorised to access
Access purpose/use
Access duration
Access mode

Licence
used?

Who is allowed to access/disclose a piece of data (e.g. for benchmarks)?

For what purpose may a piece of data be accessed?

When/how often/for how long may a piece of data be accessed?

Is the data accessed directly or is the algorithm sent to the data for evaluation?

On which licence model is the data use based? According to which IP policies may the piece of data be

What are the requirements for legally compliant use of the piece of data?

On which regulatory/legal framework is the data use based?

Price

How much does the piece of data “cost” the individual market participant? What do revenue sharing

models look like for the market participants involved?

History

» Origin of the data Where and under what circumstances was the piece of data created (e.g. operating condition, measur-

ing equipment, tolerances, etc.)?

+ Data producer Who generated the data?
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4.3.3 Data exchange framework

The third level of consideration Data exchange framework
plays an important role here. It is used to establish the
framework conditions (technical, legal, and economic) for
cross-company data exchange (see Figure 4). In the same
way as for a road network, the infrastructural components
of the data exchange framework are to be built on the basis
of a collaborative/cooperative approach among all stake-
holders and users, with appropriate fees paid for use.

Care must be taken in the design of all three levels of
consideration to ensure that data is handled responsibly.
Therefore, further development of the reference model
should be based on the five basic principles of the ZVEI for
using data and platforms?7:

. Ensure data sovereignty: The data generator is

responsible for determining access to and use of the
data generated.

. Establish transparency: The use of data follows clear

rules agreed among all partners involved.

. Protect trade secrets and intellectual property: If

trade secrets or intellectual property can be derived
from data, these are subject to the corresponding
property rights.

. Data security has top priority: Security by design

and state-of-the-art security lifecycle management
ensure that data access, processing, storage and eval-
uation meet the highest possible security standards.

17 See ZVEI Guidelines of the electrical industry for the responsible use of data and platforms (2020); Digital Europe (DMEC): Data Governance

Principles (2020)
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5. Ensure data portability: The use of interoperable data
formats ensures that data can be used across differ-
ent generation and application contexts.

For the technical and organisational implementation of
data sharing and storage, a tool is required that is trusted

17

by all market participants involved and guarantees secure,
data provision according to demand. The main challenge
of this type of tool is to establish a framework that enables
all participating companies to make even large amounts of
data available for further use without worrying about sacri-
ficing their expertise as market competitors.

Figure 4: Data exchange framework in the reference model
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Core features of a data exchange framework

Based on the five characteristics of cloud computing
according to NIST18, four core characteristics are initially
defined for a data exchange framework to be used for the
technical implementation of the CCM use case:

® On-demand data selection and access: Under exist-
ing “framework agreements” between parties, data
can be selected at will and data access granted. Data
can be selected before being accessed, e.g. via a search
function. Data access takes place automatically, i.e.
without additional approval by humans.

e Interoperable data access: Data is annotated in a
machine-readable manner and is available in open
formats. This allows heterogeneous usage scenarios
(platforms, applications, devices) to be realised.

® Provider elasticity: A provider of data uses an infra-
structure that potentially enables any number of
consumers. Once legal issues have been settled, there
are therefore hardly any technical obstacles to data
sharing.

® Measured and traceable usage: Access to data can be
implemented and logged in a fine-grained manner.
This logging enables pay-per-use business models.

18 See The NIST Definition of Cloud Computing
19 Gaia-X Labelling Framework_0.pdf
20 Gaia-X Labelling Criteria

Key organisational or non-functional issues for setting up a
data exchange framework include:

® Does the data exchange framework support the desired
data business policy?

e What are the requirements for the processing/storage
of the data (e.g. trustworthiness, security requirements,
etc.)?

e What regulatory requirements apply to storage?

e On which technology should the physical data storage
be based (e.g. edge, cloud, etc.)?

e Who is the owner/operator (data broker) of the data
storage system?

® Who acts as “super admin” for piece of data? What rights
and obligations are associated with the “super admin”
role?

With its Labelling Framework!® and Labelling Criteria20,
Gaia-X provides a solid set of requirements for services
within a data exchange framework.


https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf
https://gaia-x.eu/sites/default/files/2021-11/Gaia-X Labelling Framework_0.pdf
https://gaia-x.eu/sites/default/files/2022-02/Labelling_Criteria_Whitepaper_v07.pdf

5.1 Data spaces as a scaling factor

The three design aspects of a data exchange framework
highlighted in the CCM example can be implemented in
individual application examples (see Annex) or incorpo-
rated in larger collaborative contexts, which can also be
referred to as “data spaces”.

A single, uniform definition of “data space” does not exist.
The European Commission defines data spaces as fol-
lows (European Strategy for data?!): “The European strat-
egy for data aims at creating a single market for data that
will ensure Europe’s global competitiveness and data sov-
ereignty. Common European data spaces will ensure that
more data becomes available for use in the economy and
society, while keeping the companies and individuals who
generate the data in control

In the Federal Government’s22 2021 data strategy, data
spaces are characterised as follows in terms of function:
“Data spaces are key elements (...). They provide users with
shared trusted spaces for transactions in which data can

21 A European Strategy for data

22 Data Strategy of the Federal German Government

be provided, analysed and managed in collaboration. Con-
trary to what the term suggests, data in data spaces does
not have to be consolidated centrally. There are lots of ways
in which data spaces can be designed both technically and
legally”

Against the background of the CCM three-point fractal, we
understand data spaces to be characterised by a uniform
data exchange framework and thus by common technical,
legal and economic frameworks. In this sense, a data space
does not specify individual business processes, particular
technologies or use cases. Instead, it provides frameworks,
routines, standards, and guidelines that can be used as a
basis to initiate efficient cross-company collaboration and
data sharing.

From the user’s perspective, a data space provides a trusted
environment for multilateral collaboration between com-
panies, e.g., from the integration of data sources, through
storage and data access management, to data analysis and
value-added services based on data analysis, taking into
account the three design aspects.


https://digital-strategy.ec.europa.eu/en/policies/strategy-data
https://www.bundesregierung.de/breg-de/suche/data-strategy-of-the-federal-german-government-1950612
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Figure 5: Concept of the Industrie 4.0 data space
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In abstract terms, a data space is characterised by the con-
crete definition of the above-mentioned five basic princi-
ples of the data exchange framework (see Chapter 4.3.3).

Data spaces allow additional partners to be included and
thus support scaling beyond individual use cases. Due to
this scaling function (which is relevant for developing

an industrial data economy), the establishment of data
spaces is currently also the focus of economic and politi-
cal initiatives at different stages of maturity. Current (and
partly overlapping) examples are the Common European
Data Spaces in eight application fields, the implementa-
tion of Gaia-X, Catena-X or Manufacturing X/Data Space
Industrie 4.0.

Figure 5 provides an example of how a data space spans the
technical, legal and economic dimensionsand how this data
space grows dynamically as more and more data space par-
ticipants are connected. The market participants from the
CCM reference model are used for this purpose: compo-
nent suppliers, machine suppliers, factory operators. Many
other stakeholders could also possibly join: legal services,
customs authorities, public administration, port authori-
ties, logisticians, etc. could contribute to or benefit from a
data space.

Crucially, a data space is not a free data lake in which
everything is available to everyone. On the contrary, it
provides all participants with the agreed standards neces-
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sary to organise data exchange between dedicated parties
in a targeted and easy way - technically, legally and eco-
nomically.

The core principle of data spaces therefore to provide con-
nectivity, in a technical, legal and economic context. This
necessary connectivity represents an obligation on both
sides: First, the data space should be designed to mini-
mise the hurdles and effort on the part of participants to
connect. Second, interested potential participants must be
prepared to establish this connectivity on their own end.
This then applies to all participant roles.

For participants in multiple data spaces, there may a
greater connectivity challenge, since we cannot yet assume
that different data spaces define the same connections.
Anyone wishing to participate in the Industrie 4.0 data
space, Catena-X and the Mobility data space will most
likely have to address the issue of connectivity three times.
Cross-industry and cross-vendor initiatives such as Gaia-X
are working to provide data space building blocks that
enable the same connectivity capabilities for different data
spaces.

Design features of data spaces should therefore make the
connection of data space participants to each other relia-
ble and simple, especially the connection of data providers

and data users - in a technical, legal and economic context.

From a technical perspective, data spaces generally use
different concepts for sovereign data exchange (e.g. Inter-
national Data Spaces Association?3, Eclipse Dataspace Con-
nector24 or decentralised technologies such as Ocean Pro-
tocol?s).

The legal and also regulatory frameworks are just emerg-

ing and are therefore subject to significant changes and
regional differentiation.

23 Home - International Data Spaces

24  Eclipse Dataspace Connector | projects.eclipse.org

25 Tools for the Web3 Data Economy - Ocean Protocol

Connecting data spaces/exchanges between data spaces:
As described previously, it can be assumed that data spaces
will initially be constructed around the standards and
practices of individual industries and sectors. For example,
discrete industry, process industry, finance, retail, mobil-
ity, and logistics have many economic/specialist require-
ments of their own to define data spaces with good and
easy connectivity in each case. There are also many valua-
ble cross-connections and dependencies that make cross-
cutting data exchange attractive.

Data spaces therefore offer a construct to overcome the
obstacles to multilateral data sharing outlined above. Con-
sidering the postulated major economic benefits that are
also to be expected from multilateral data sharing, the
designers of data spaces bear a great economic responsi-
bility.

The requirements for functioning data spaces for multilat-
eral data sharing are therefore:

1. Simple, secure, cost-effective connectivity for data
space participants

2. Use of standard technologies and concepts, use of
cross-industry federated infrastructures if necessary

3. Clear, compatible regulations/general terms and
conditions at the legal level for data space partici-
pants. A technical platform on its own is not enough.

4. Clear, compatible economic options for data space
participants

5. The data space itself must be provided and operated
in a way that is legally binding and also creates trust
among participants.


https://internationaldataspaces.org/
https://projects.eclipse.org/proposals/eclipse-dataspace-connector
https://oceanprotocol.com/
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Specific examples of data spaces currently being imple-
mented:

e MDS?26 - Mobility Data Space spans a data ecosystem for
all manufacturers, suppliers, service providers and users
of all conceivable mobility assets and services.

e (Catena-X is a data space for all participants in value
chains in the automotive industry.

5.2 Technical design aspect

In technological terms, there are two basic requirements
for the CCM approach. The first of these is technical and
semantic interoperability. This includes a common under-
standing of the rights of use and access to the data. Data
providers decide themselves which data (data sets) to share
with which users and with which access rights (data busi-
ness policy) and for what purpose the data is to be pro-
cessed.

To restrict access and use of the data to the authorised
group, the semantically interoperable attributes to be
assigned to the data must be defined.

International standards which are vendor and domain-
neutral are required for this purpose. They must be able
to map all forms of assets (components, machines etc.),
including non-intelligent assets, and enable the storage
and processing of their data.

The subject of connectivity is also relevant. This means
in principle that all market participants can participate in
CCM and that there are no technological or competitive
barriers. It also means that data usage should ideally be
based on neutral standards.

26 Mobility Data Space - acatech; available in German only

The Asset Administration Shell (AAS)27 provides a cross-in-
dustry and cross-technology approach for this purpose. It is
used to digitally map assets in the form of a digital twin.

The AAS metamodel defines the possible elements for
modelling the AAS metamodel instances, e.g., asset, asset
administration shell (AAS), submodel (SM), submodel ele-
ment collection (SMEC), property, and other submodel
elements. The technology-neutral AAS metamodel as a
UML class diagram (UML = Unified Modeling Language)
is serialised and saved as a schema file for XML, JSON and
RDF. AAS instance data uses the elements described in the
metamodel to describe asset types or asset instances. AAS
instance data can be populated in a variety of ways and can
be loaded into AAS server applications and instantiated

as a storage object. The AAS instance data can be accessed
via the AAS API of the AAS server applications. The AAS
instance data can be accessed and used following authen-
tication and authorisation according to the participant’s
access rights. The AAS registry provides a directory service
for AAS instance data.

Using the AAS for the CCM use case, as shown in Figure 5,
enables multilateral data sharing. It is assumed that each
AAS contains a submodel SM T “Temperature data” (data
set) and a submodel for “Use and application of tempera-
ture data” (data business policy). In its role as data genera-
tor, the factory operator opens up the data sets and associ-
ated data business policies to the Industrie 4.0 data space
(data exchange framework). The component supplier can
find the data sets for its components via the AAS registry
and gain access to the data via the AAS APL.

In this context, the AAS provides the interface for integra-
tion into data spaces as a single point of entry. This type of
data exchange based on the AAS is available in the form of
an open-source implementation28, Authentication can be
performed both via X.509 certificates?® and via self-sover-
eign identities (SSI)30.

27  Plattform Industrie 4.0: What is the administration shell in technical terms?

28 Home of AAS (admin-shell-io.com)
29 Industrial Digital Twin: AAS security; demo in German only
30 Update 6 AAS Security with SSI [Dunion Lissi



https://www.acatech.de/projekt/mobility-data-space/
https://www.plattform-i40.de/IP/Redaktion/EN/Downloads/Publikation/2021_What-is-the-AAS.html
https://admin-shell-io.com/
https://www.youtube.com/watch?v=CH_mguOJ0Ko
https://admin-shell-io.com/screencasts/security/Update_6_AAS_Security_with_SSI_IDunion_Lissi.mp4
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5.3 Legal design aspect

In the CCM use case, data sharing also needs to be legally
compliant. However, many legal issues essential to the

use and sharing of data have not yet been resolved. This is
already true at the national level and even more so in inter-
national situations. It is another reason why companies
have widespread reservations about sharing data.

The European Commission wishes to counteract this
uncertainty, at least within the European Union (EU), with
a large number of legislative acts as part of the European
Data Strategy . The cross-sectoral use of data in business
and the public sector is to be specifically regulated and pro-
moted. Examples of such legislation include the Data Act

(a bill to promote data access and exchange), the Data Gov-
ernance Act (which aims to promote the availability of data
for use), and the Digital Markets Act and Digital Services
Act (which regulates online platforms). Although these leg-
islative acts are likely to be controversial in the short term,
they can contribute to the desired legal certainty in the
medium term.

However, it must be stated that legal uncertainty still exists
even within the scope of application of established legal
standards. For example, uncertainty about what is permit-
ted under data protection law in Europe in accordance with
the provisions of the General Data Protection Regulation
(GDPR) is cited by companies as a major obstacle to data
sharing (see Section 5.3.1 below) There is also a fear that

an exchange of data could be qualified as an exchange of
competitively sensitive information between competitors
and, under certain conditions, could violate German and
European bans on restrictive practices (German Act against
Restraints on Competition (GWB), Section 1; Treaty on the
Functioning of the European Union (TFEU), Article 101 (1)
TFEU) and lead to fines (see Section 5.3.2 below).

5.3.1 Data protection law

The CCM use case concerns data generated by sensors
installed in machines that is to be shared by the partici-
pating companies. This data is not obviously considered to
be personal in the sense of Article 4 No. 1 GDPR. However,
personal references in this data can arise in the context of
the CCM use case, for example through time stamps and
the additional information about which employee used a
machine and when. In this respect, it must also be assumed
with regard to machine-generated data in Industrie 4.0 that
a personal reference in this data is an “.. undesirable but
factually unavoidable side effect”3!

The importance of anonymising data, especially in the con-
text of Industrie 4.0, is therefore repeatedly underscored.32

If personal references are removed from the data, the
GDPR no longer applies to the anonymous information
then available.33 The option of reliably anonymising data
would therefore greatly help the legally permissible shar-
ing of machine-generated data, also in relation to the CCM
use case. However, both the legal and the actual require-
ments for reliable anonymisation are currently the subject
of debate.34

As long as the prerequisites and requirements for anonymi-
sation remain unclear, another option is available, which is
described as “confidential computing”.3s It is essential that
the data does not leave the area under the control of the
data provider, i.e. evaluation of the data takes place with-
out transferring the data and without extracting the per-
sonal information. Whether this is then carried out directly
by the data provider or, for reasons of convenience, by a
data trustee who, as a processor within the meaning of the
GDPR, takes over the technical set-up of data provision

for the provider of the data and ensures that no personal

31 For more details, see the European Commission website, last accessed 28 March 2022: European Data Strategy - Making the EU a role model

for a society empowered by data

32 See the publication by Plattform Industrie 4.0: Anonymisierung im Datenschutz als Chance fiir Wirtschaft und Innovationen

(“Anonymisation in data protection as an opportunity for business and innovation”; available in German only)

33 This is logically necessary, but is made clear in recital 26 pp. 5 and 6 GDPR.

34

35

See e.g. Federal Commissioner for Data Protection and Freedom of Information (BfDI): Position paper on anonymisation under the GDPR
with special reference to the telecommunications industry (2020, available in German only); and as a counter-position Schweinoch/
Peintinger, Anonymisierung im Datenschutz - terra incognita? (“Anonymisation in data protection - terra incognita?”), CR 2020, p. 643 ff.
(available in German only)

See the presentation by the LINUX Foundation, available at: https://confidentialcomputing.io/; in this respect, however, it does not matter
whether data confidentiality is achieved by a hardware solution (“trusted execution environment”), or by a software solution, e.g. the Ocean
Protocol, a solution based on blockchain technology.



https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/european-data-strategy_en
https://ec.europa.eu/info/strategy/priorities-2019-2024/europe-fit-digital-age/european-data-strategy_en
https://www.plattform-i40.de/PI40/Redaktion/DE/Downloads/Publikation/Anonymisierung-im-Datenschutz.html
https://www.bfdi.bund.de/DE/Fachthemen/Inhalte/Telefon-Internet/Positionen/Positionspapier-Anonymisierung-DSGVO-TKG.html
https://www.bfdi.bund.de/DE/Fachthemen/Inhalte/Telefon-Internet/Positionen/Positionspapier-Anonymisierung-DSGVO-TKG.html
https://confidentialcomputing.io/
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data is extracted when the data is evaluated by third par-
ties, is ultimately irrelevant. Either route is possible under
the GDPR. At first glance, the route via a data trustee seems
more promising, since not every data provider has to set up
their IT systems accordingly. Software-as-a-Service (SaaS)
or Hardware-as-a-Service (HaaS) solutions are just as easy
to set up.

5.3.2 Antitrust law

Sharing data as part of the CCM use case may also violate
antitrust law.36 It may constitute coordination of com-
petitive behaviour by the participants in the information
exchange in violation of antitrust law. So-called anticom-
petitive market foreclosure, in which companies not par-
ticipating in the exchange are significantly worse off com-
petitively than the participants,3” is less likely. However, a
claim for access to the data exchanged within the scope of
the CCM use case is conceivable on the basis of data-related
unilateral dependence and relative market power within
the meaning of Section 20 (1a) of the Act against Restraints
of Competition (GWB).

1 | Antitrust coordination:

An exchange of information between companies can be
both pro-competitive and anti-competitive; only in the
latter case can coordination in violation of antitrust law

be considered. It is harmful to competition if the infor-
mation directly or indirectly provides information about
competitors’ future market strategies. The component sup-
plier and machine supplier could compete with each other
in the area of maintenance, for example. In the CCM use
case, a (potential) competitive relationship is therefore not
excluded from the outset. However, coordination in viola-
tion of antitrust law can only be a consideration if the ori-
gin of the data is identifiable and if confidential, current
and strategic information is concerned; i.e., information
that allows conclusions to be drawn about the competitor’s
future market strategy. This is, for example, information
about prices, delivery quantities or stock levels. However,

it cannot simply be assumed that the operating data rele-

36 See for more details Polley, C&R 2021, p. 701 ff.

vant in the CCM use case allows conclusions to be drawn
about specific infringements of competition law by the
participants. This may nevertheless be the case for data that
provides information about the service life of competitor
products or about the competitor’s capacity utilisation.

Consequently, coordination in violation of antitrust law
does not generally apply in the CCM use case; nor is it
excluded.

2 | Anti-competitive foreclosure:

Aviolation of antitrust law can also be considered if com-
panies not involved in the exchange of information are

in a significantly worse competitive position than those
involved in the exchange of information. For anti-compet-
itive foreclosure to apply in this case, however, the data in
question would have to be of significant strategic relevance
and also have to affect a substantial part of the relevant
market. Such a scenario seems highly unlikely in the con-
text of the CCM use case; all the more so because the CCM
use case is designed to include rather than exclude poten-
tial additional participants. Such participation, however,
excludes the possibility of market foreclosure.

3 | Abuse of market power:

A claim for access to data under the so-called “essential
facilities” doctrine set out in Section 19 (2) No. 4 GWB is
probably ruled out, since the absolute market dominance
of the opposing party required for this is likely to be the
absolute exception in the CCM use case. A claim for access
on the basis of data-related unilateral dependence and rel-
ative market power within the meaning of Section 20 (1a)
GWB is more likely. The regulation was newly introduced
when the 10th GWB amendment came into force at the
beginning of 2021. Data-related unilateral dependence
exists, for example, when a company depends on access to
data controlled by another company for its own operations.
According to the explanatory memorandum to the law, a
contractual relationship between the companies involved is
not required for this. Data-related unilateral dependence is

37 See Komm., Horizontal-LL (,Horizontal guidelines*), paragraph 127; Wagner-von Papp in MiiKo WettbR, 3rd ed. 2020, TFEU Art. 101,

paragraph 339.
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said to exist when there are insufficient reasonable fallback
options open to third parties for data use. Refusal of access
for a reasonable fee may then constitute an unreasona-

ble impediment - even if the data has not yet been made
available to a third party. Ultimately, it will be necessary to
observe how the case law on Section 20 (1a) GWB develops
in order to be able to assess the eligibility requirements and
the relevance of the provision for the CCM use case more
precisely.

5.3.3 Challenges for cross-regional data exchange

The legal challenges relating to data exchange are substan-
tial. Solutions are currently being developed to address
these challenges for Europe and are expected to become
established in the medium term. However, such European
legal solutions do not apply globally, or even across differ-
ent regions. For cross-regional or global data sharing, the
challenge is to merge or share data from differently regu-
lated regions. In Europe, Gaia-X is also being used as a legal
model here, in which European “external data relations” are
also considered.

At the same time, the chief information officers (CIOs)

of many companies whose increasingly smart products
(e.g. cars, refrigerators, machines, wind turbines) are being
shipped around the world are developing and testing via-
ble solutions for cross-regional or global data sharing, thus
generating data worldwide.

5.4 Economic design aspect
5.4.1 Company processes

The economic design aspect includes the process landscape
of a company, which can be divided into different types of
processes: management processes, processes for creating
goods and services, and support processes.

Management processes:
In particular, this involves target planning for a collabora-
tive data exchange scenario, e.g. shortening delivery times

(Key Performance Indicator (KPI) time), reducing quality
costs (KPI profit), increasing production output by increas-
ing throughput times or reducing downtimes (KPI quantity),
or increasing production flexibility (KPI product type). With
regard to management processes, common, coordinated tar-
get definitions are crucial (e.g. cost reduction versus quality
improvement versus delivery speed).

Processes for creating goods and services:
Operationalised KPIs (derived from the management pro-
cesses) are then applied to the processes for creating goods
and services (procurement, production, logistics, sales), and
become actual values via economic decisions in the pro-
cesses for creating goods and services (e.g. procurement
timing and quantity or production flow planning or ware-
housing/minimum inventory quantities). These actual val-
ues are fed back into the target planning. This is where a
cross-company controlling approach is needed (controlling
= planning, management, coordination and control of cor-
porate activities).

In the processes for creating goods and services, the Enter-
prise Resource Planning (ERP) systems must communi-
cate with each other via business networks and ensure
inter-company controlling.

Support processes:

The support processes (human resources, marketing, legal,
finance, IT, etc.) build the framework for economic interop-
erability. These support processes also need to be adapted
to collaborative data sharing scenarios (e.g., networking IT
in a three-point fractal or common calculation schemes for
a revenue sharing model in the area of finance). In the sup-
port processes, IT system compatibility and coordinated cal-
culation of the benefit (price) of the data must be achieved
in particular.

Management processes and processes for creating goods
and services are responsible for directly creating added
value through the creation and commercialisation of prod-
ucts and services. The support processes enable the direct
value-added processes.
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5.4.2 Business model modelling for multilateral
data sharing

Chapter 3 outlines the reasons for multilateral data sharing
based on three motives. All of the motives have a particular
influence on the management processes. The management
processes in turn influence the processes for creating goods
and services. All of the motives are driven by clear eco-
nomic considerations such as increasing efficiency, opti-
mising across company boundaries, reducing carbon emis-
sions or tapping into new business areas. Economic success
is measured by corresponding KPIs.

Four CCM-specific canvases were created to support this
economic perspective and incorporate the different busi-
ness models in the context of a three-point fractal. The
advantage of canvases is that they allow complex projects
to be defined, which are structured and tailored to each
collaboration partner.

The four CCM canvases enable the collaboration part-

ners in a three-point fractal to align themselves compre-
hensively and hierarchically from the management level
through the goods/services level to the process level (see
Figure 6): The first canvas captures the shared vision of the
three-point fractal (the “Why”) at the management level.
In contrast, the goods/services level, the specific business
model targeted (the “What”) is defined individually by each
collaboration partner in the three-point fractal. Role-spe-
cific canvases were created to help define the goods/ser-
vice level as well as possible and the concrete added values.
A distinction is made here between the data provider and
the data consumers. The fourth canvas defines the neces-
sary infrastructural requirements (the “How”) at the process
level for the entire three-point fractal.

Once the partners, their roles, the management level,
goods/service level and process level have been defined, it
is ensured that the relevant conditions for successful col-

Figure 6: CCM - the business models in the three-point fractal

CCM vision of the three-point fractal

Management level — the Why

Component Suppliers

achine Supplier

Goods/services level
— the What

Business models of the
individual companies

Process level — the How

Source: Plattform Industrie 4.0
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laboration are present: In the context of the three-point
fractal, it is known why the individual companies are
interested in collaboration, what they want to exchange,
and under what conditions the exchange can take place.
It should be emphasised that canvases, with their sim-
ple, transparent structure, are ideally suited to adapting
this knowledge to potentially changing conditions. In this
way, the progress of a collaborative initiative can be docu-
mented and the current actual status can be tracked in an
agile manner.

If the goals of the participants in the three-point fractal are
comparable at the level of leadership processes, the initial
hypothesis is likely to be confirmed. However, if the partic-
ipants pursue different goals, such as reducing costs versus
increasing quality, no economic interoperability is appar-
ent and thus the hypothesis is unlikely to be confirmed.
Although support processes only provide a framework in
which a company operates, these processes are critical in
relation to collaboration. If the prerequisite is satisfied, one
of the questions is how to distribute the savings among the
participants.

Economic interoperability

The economic processes of the partners in the fractal can
exchange data via their respective ERP systems and each
access KPIs from the other partners. Such approaches are
available, for example, with business networks (e.g., SAP
Ariba). Economic interoperability is only present if there
is the same formulation of goals, alignment of KPIs in the
processes for creating goods and services (networked via
ERP systems), compatibility of the support processes and
an aligned pricing model/revenue sharing model.

5.4.3 Possible pricing models

The companies within the three-point fractal have the goal
of commercialising data from the processes for creating
goods and services and will define corresponding pricing
models for this purpose.

1. Status of pricing models today: A component supplier
delivers hardware (e.g. sensors) and embedded software
to a machine supplier and, in the case of maintenance or

retrofitting, also to the factory operator. Data generated
by these components during operation of the plant is
not subject to any price. This means that the raw data is
not priced by the component supplier. Today, however,
factory operators often find it difficult to acquire all the
raw data. They therefore need connectivity products
and data agents that collect the raw data and provide
applications to interpret the data and share the results.
There are different pricing models for this purpose: pay-
per-data-point, data volume-based models, pay-per-use
models and also flat pricing models.

2. In future, however, the factory operator’s information
(data populated with semantics) will be shared with
machine suppliers and component suppliers. Com-
mercialisation is almost always the factory operator’s
motivation. Future pricing models will be based on the
benefits of the data for the machine supplier and the
component supplier. In addition, IT and analytics com-
panies will be added as potential buyers of the data in
the future. They want to refine the data again (e.g. pre-
dictive maintenance forecasts, etc.) and in turn market
it to other factory operators. These future pricing mod-
els in a data sharing economy will likely be neither data
point-based nor volume-based. Instead, benefit-based
pricing models will be the preferred model.

3. Another approach discussed in practice comprises rev-
enue and profit sharing models from the commercial-
isation of interpreted data. Such models can already be
found in business software systems. In principle, these
models can also be transferred to Industrie 4.0 scenar-
ios. However, there is still a lot of work to be done in this
field. Interoperability of the calculation schemes is an
important prerequisite here, comparable to interopera-
bility of the data sets.

In the data sharing economy in the context of Industrie 4.0,
the topics of data confidentiality and data security will play
a central role (see also Gaia-X). This confidentiality will also
be subject to pricing in the future, most likely through a
price to be paid to a data trustee.
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6 Conclusion

This paper outlines an approach to data sharing using the
example of CCM and demonstrates the economic relevance
of multilateral data sharing. It proves that multilateral data
sharing is both lucrative and feasible and that, with the
establishment of data spaces in some sectors of the econ-
omy, it is already underway.

The technical, legal and economic design aspects are shown
to be vital for multilateral data sharing.

Using the “three-point fractal” as the “minimum viable
multilateral construct”, the particular features and chal-
lenges of multilateral data sharing are elaborated in a
structured way. The technical, legal and economic issues
are raised.

By taking a closer look at data sets, data business policies
and data exchange frameworks, we were able to develop an
essentially shared vision and understanding of data and the
tools used to handle data.

Actual implementations of these approaches to handling
multilateral data exchange can be found today in data
spaces such as Catena-X, DSM (Data Space Mobility) or Data
Space Industrie 4.0, among others. These data spaces are
capable of organising multilateral data exchange and thus
represent best practices in this area today.

Based on the findings of this paper, functioning data spaces
should meet the following expectations:

1. The guiding principle must be good connectivity to the
data space, on both sides: The data space must offer easy
connectivity and participants must be able to establish a
connection easily.

2. It must allow for the organisation of technical, legal and
economic dimensions. The assumed good connectivity
applies to all three dimensions.

Cross-regional and even global areas of activity present a
particular challenge for data spaces. Different regulations
will presumably need to be mapped in dedicated data space
subsets.

The requirements for functioning data spaces for multilat-
eral data sharing are therefore:

1. Simple, secure, cost-effective connectivity for data
space participants

2. Use of standard technologies and concepts, use of
cross-industry federated infrastructures if necessary

3. Clear, compatible regulations/general terms and
conditions at the legal level for data space partici-
pants. A technical platform on its own is not enough.

4. Clear, compatible economic options for data space
participants

5. The data space itself must be provided and operated
in a way that is legally binding and also creates trust
among participants.



7 Outlook

This publication provides an introduction to multilateral
data sharing, including its advantages and requirements,
based on the example of CCM. To facilitate the introduc-
tion, defining CCM-based business models that are tailored
to individual needs is key (see the examples in the annex).

A further publication (in planning) will specify the can-
vas-based approach in more detail for interested compa-
nies and/or triple-point fractals that support the step from
theoretical planning to practical implementation. In par-
ticular, the four CCM-specific canvases and their hierarchi-
cal dependencies and overlaps are described here using a
practical example, which makes the method’s advantages
immediately tangible to users.

The systematic collection and processing of usage data for
multilateral data sharing therefore has significant potential,
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far beyond the CCM use case. The acquired data of the CCM
use case could therefore be used for other parties and use
cases, such as:

e The circular economy (see Industrie 4.0 Use Cases)

e Insurance industry (e.g. business interruption insurance)
e State and other certification bodies

® Lease providers

These use cases require a targeted networking of stake-

holders, as has been widely achieved in other areas, such as
global logistics.
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Appendix: Practical examples of multilateral
sharing of data similar to CCM

The following practical examples of multilateral sharing of data were compiled using a questionnaire. The results were
then transferred to a canvas for simplified presentation and improved further processing.

Collaborative Quality Management (Robert Bosch GmbH)

Contact

Name: Michael Jochem

Company: Robert Bosch GmbH

E-mail: michael.jochem@de.bosch.com

Outline of your CCM model

1. Who are the participants (parties sharing or
receiving data)?

Stakeholders:

e Vehicle owners

e Workshops

e OEM (car manufacturers)
e Suppliers

Today’s quality management and complaints process is
almost entirely parts-driven. If a vehicle owner encounters
a problem (e.g. dashboard warning light), the part causing
the fault is typically replaced following diagnosis in the
workshop.

Only in the so-called “reference market” is a small percent-
age of the rejected/replaced parts sent to the OEM (car
manufacturer) and then to the supplier for investigation.
The reference market for German OEMs is typically Ger-
many, for French OEMs it is France, and so on.

If the problem mainly occurs in hot countries, it may take
some time for OEMs to notice it.

Nowadays, the data is transmitted to the various partic-
ipants in proprietary systems. Only sparse information

is given to suppliers in the event of damage. Contextual
information, e.g. what triggered the fault or what happened
in the vehicle before the malfunction occurred, is not avail-
able to the investigation team.

Therefore, the team may come to the wrong conclusions
and the real cause may not be found.

2. What data is shared?

e Vehicle diagnostic data

¢ Control unit fault path

e Data pattern of known faults

3. What added value is generated by your collaborative
approach?

¢ Detection of emerging faults six months earlier

e 20 % reduction in external failure costs (OEM/supplier)

4. Inyour experience, what are the key success factors?
e Determination of the data sets
e Data marketplace with data trustee
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Figure 7: Collaborative Quality Management canvas

Motivation - Vehicle Owners @

- Better and more targeted
service

- Cheaper repairs

Motivation - Workshops @
- Draw the right conclusions
- Closer relationship with OEM

Motivation - OEM @

- Early error messages

- Discover causes and draw
conclusions

- Enable troubleshooting

Motivation - Suppliers @

Early error messages

- Discover causes and draw
conclusions

- Enable troubleshooting

Motive 1 | Improve existing processes
Using multilateral data exchange, ensure that all relevant
companies/partners receive the information that is
relevant to them

Shared vision of multilateral collaboration

Based on the context information, the faults that have
occurred can be analysed and understood more rapidly/
better in order to initiate appropriate solutions or future

fault prevention

Vehicle diagnostic data

2>
Data exchanged =

Control unit fault path

Data pattern of known faults

Detection of emerging faults six months earlier

Targeted results @

20% reduction in external failure costs (OEM/supplier)

Determination of the data sets

Success factors u

Data marketplace with data trustees

Production Progress Monitoring (SupplyOn AG)

Contact

Name: Thomas Hiibsch

Company: SupplyOn AG

E-mail: thomas.huebsch@supplyon.com

Outline of your CCM model

1. Who are the participants (parties sharing or receiving
data)?

The scenario involves a supplier (“Tier 1”) in turn having

a supplier (“Tier 2”) as a sub-supplier. “Tier 1” and “Tier

2” are both data suppliers and data users, i.e. both “share

and receive data” in the sense mentioned above. “Tier 2”

is also the plant operator or component supplier for “Tier

1” (Note: “Tier 1” in turn is a component supplier for the

“OEM?”). The data is provided by a platform provider on a

fiduciary basis, i.e. the data is received bidirectionally from

the platform provider via standardised interfaces and made

available or visualised in corresponding dashboards.

2. What data is shared?
First, demand data provided by “Tier 1” to “Tier 2” via the
platform (essentially product identifier, product name,

quantity, delivery date). Second, feedback from “Tier 2”,
which provides information from its production on the
stock of required raw materials, production equipment
and the corresponding progress (i.e. virtually all of the
above-mentioned parameters). This provides the greatest
possible transparency for both parties with regard to the
demand and delivery situation.

3. What added value is generated by your collaborative
approach?
In our experience, having the above-mentioned informa-
tion available for machine processing at all in this constel-
lation is perceived as added value, especially by “Tier 1”. In
addition to the continuous visibility of the entire process,
it is quickly apparent that the actual added value comes
from system-supported exception management and also
from predictive analytics, based on historical data, which
means that future case scenarios in the area of follow-up
support can be predicted. Predictive analytics is considered
as added value especially for both parties involved because
it is not supported by traditional planning or ERP systems
(->planning errors, e.g. bull-whip effect) because the other
party’s situation is not known/transparent (silos).
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4. Inyour experience, what are the key success factors? described above with smaller suppliers having little
1. “Tier 1” and “Tier 2” must mutually agree on the IT expertise and knowledge of implementing IT
data to be exchanged and the analysis scenarios to solutions.
be implemented based on this data. This must also 3. Itis therefore advisable for Tier 2 to commission a

be contractually regulated because, especially in the
case of breaks in the supply chain, the question of
how to handle any delivery delays or even failures
that may have been forecast in advance must be
clearly regulated.

2. As arule, “Tier 1” has not one “Tier 2” but several.
Tier 1 must therefore consider a technological
approach that optimally positions it to meet the
requirements regarding security of supply/resil-
ience and also enables it to realise the added value

platform operator with implementing and operating
the corresponding solutions: first, a high degree of
IT and process competence is required in this regard
and second, a sustainable solution should be used
that is based on a valid operating model.

Figure 8: “Production Progress Monitoring® canvas

Motivation - Suppliers (Tier 2) @

- Wants to collect data to optimize own
components and, for example, to offer
services such as Predictive Maintenance

Motivation —Suppliers (Tier 1) @ Motivation —Platform Provider @
- Optimisation via Predictive Maintenance New customers/users for:

- Better quality components in the long term | - Standardised interfaces or Uls

- Visualization of data in dashboards

Shared vision of multilateral collaboration

Motive 1 | Improvement of existing processes

Highest possible transparency regarding demand and supply situation

20
Data exchanged &=

Tier 2 feedback:
required starting materials, manufacturing equipment, progress

Demand data:
Product ID, product name, quantity, delivery date

Targeted results @

Expectation Management:
System-supported handling of
exceptional situations

Breaking down silos:

Constant visibility of the entire process Cross-company access

Information is available in a maschnically processable format New possibilities that the classic (ERP tools) do not support

Predictive maintenance: predicting case constellations and follow-up care based on historical data

Success factors u

Use of platform operators as
IT infrastructure providers
(sustainable and valid operating model)

Contractual regulation regarding the
data set and permitted
analysis scenarios

Tier 1 must position itself optimally in terms
of technology in order to ensure security of
supply/resilience across multiple suppliers

(of any size/IT competence)
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DB Cargo Innovation Collaboration

(Siemens AG)

Contact o

Name: Robert Jorges

Company: Siemens Mobility GmbH

E-mail: robert.joerges@siemens.com 3.

Outline of your CCM model o

1. Who are the participants (parties sharing or receiving o
data)?

e DB Cargo vehicles generate data. Some fleets send data
to DB Cargo, some fleets to Siemens Mobility.

e DB Cargo sends/shares data with Siemens Mobility 4.

GmbH and vice versa. o
e DB Cargo and Siemens Mobility jointly provide an anal-
ysis team that works together on current use cases.
¢ In this case, DB Cargo assumes the role of operator, °
maintainer and owner. Siemens provides support as an
OEM with its experience in data analysis and mainte-
nance as well as manufacturer knowledge. o

2. What data is shared?

e Vehicle data (diagnostics and continuous data) relevant °
for maintenance o

¢ Continuous data: Temperatures, voltages, pressures that
occur during operation

Figure 9: “DB Cargo innovation collaboration® canvas

Operating data: operating data from daily operations
Data is used to assess the condition of a wide range of
components.

What added value is generated by your collaborative
approach?

Potential savings in single-digit millions

in the area of corrective and preventive maintenance

Development of new innovative algorithms for condi-
tion monitoring by merging manufacturer knowledge
and operator knowledge

In your experience, what are the key success factors?
From a technical point of view: Bringing together the
necessary expertise (and identifying the necessary exper-
tise)

Data: Combination of data from operation, diagnos-

tic messages and feedback from maintenance on actual
faults

From a business management point of view: Measurabil-
ity of targets, especially when evaluating potential sav-
ings

From a legal point of view: Clarification of IP rights
Mindset: Trust, common goal, collegial relationship (flat
hierarchies)

Maintenance and manufacturer knowledge

Motivation - Siemens Mobility @ Motivation - DB Cargo @
- Supported with own data analysis experience, - DB Cargo vehicles generate data

Shared vision of multilateral collaboration

Motive 1 | Improve existing processes
Joint analysis team working together on current use cases
Data is used to assess the condition of a wide range of components

Vehicle data: - Diagnosis * Continuous data

2>
Data exchanged =

Operating data: - Temperatures « Voltages ¢ Pressures

Targeted results @

Potential savings in single-digit millions in the area of corrective and preventive maintenance
Development of new innovative algorithms for condition monitoring by merging manufacturer knowledge and operator knowledge

Identifying and bundling the necessary expertise:
e.g. operating data, diagnostic message and feedback about actual faults

Success factors u

Trust Measurable targets/KPIs
Clarified IP rights
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Collaborative Condition Monitoring (KI Reallabor)

Contact

Name: Bastian Rossl

Company: Fraunhofer IOSB-INA

E-mail: bastian.roessl@iosb-ina.fraunhofer.de

Outline of your CCM model

1. Who are the participants (parties sharing or receiving

data)?

e Component supplier receives and shares data

e Plant operator shares data

¢ Analytical service provider receives data

e The general goal is to find a generic solution in which
each stakeholder can share and receive data on a self-de-
termined basis.

2. What data is shared?

e Data from operations that is relevant in the context of
(collaborative) condition monitoring. This includes, for
example, time series data from the temperature and elec-
tric current measurements of integrated conveyor belt
drive motors.

Figure 10: “Collaborative Condition Monitoring® canvas

3. What added value is generated by your collaborative

approach?

¢ The component manufacturer is able to collect oper-
ational data for the components that are located and
installed in the field. This data can then provide the basis
for AI/ML/analytics procedures. These procedures can in
turn be used by the operator for optimisation purposes
(e.g. predictive maintenance).

4. In your experience, what are the key success factors?

e From a technical point of view: IT (data) security: sov-
ereign digital identities that scale across organisations.
Solutions for managing and implementing access con-
trol Interoperable exchange formats at information level

e From alegal point of view: Implementation of
GDPR-compliant software solutions

e From a business management point of view: Provision
of key open-source software components or SaaS for
SMEs

Motivation - Factory Owners @

- Optimisation via predictive maintenance

- Long-term improvement in quality of
components

- profitable way

Motivation - Analytical Service Providers @
- Contributing company’s own skills in a

Motivation - Component Suppliers @

- Wants to collect data in order to optimise
its own components and, for example, offer
services such as predictive maintenance

Shared vision of multilateral collaboration

Motive 1 | Improve existing processes

Potential for Motive 2 | Further develop existing
business models and develop new business models via
additional services such as predictive maintenance

Find a generic solution together in which each stakeholder can
share and receive data on a self-determined basis

>
Data exchanged =%
Data from operations
- e.g. time series data from the temperature measurements
- e.g. time series data from measurements of the electrical current of integrated conveyor belt drive motors

Targeted results @

Enables knowledge gain through AI/ML/
analytics processes

Access to operational data of installed
components

Product optimisation through
predictive maintenance

Expansion/new business models via e.g. new service offerings Product optimisation through fault source transparency

Success factors ./
Interoperable exchange formats at information level

IT (data) security

Provision of key open source software components
Provision of SaaS for SMEs

Implementation of GDPR-compliant software solutions

Solutions for managing and implementing access control

Sovereign, digital identities that scale across companies boundaries
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