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1. Background

Robot Revolution & Industrial IoT Initiative (RRI), Japan 
and Plattform Industrie 4.0, Germany, have a successful his-
tory of collaboration concentrating on supporting organ-
izations with the establishment of trustworthy relation-
ships, regardless of their business histories or geographical 
locations. Therefore, our previously published white papers 
elaborated the realization of trustworthiness attributes in a 

supply chain and the role of trustworthiness in global value 
chains. These white papers [8, 9] described different aspects 
of supply-chain trustworthiness, i.e., organization trustwor-
thiness, product trustworthiness, and the relation between 
them. These white papers also emphasized the importance 
of chain of trustworthiness along supply and value chains 
(shown in Figure 1) and introduced means to achieve it.

Figure 1: Different constellations of chain of trustworthiness along supply chains

Source: Figure 4 from whitepaper on IIoT Value Chain Security-Realizing Trustworthiness Attributes for Supply Chain Elements [8]
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2. Introduction

3. Motivation

Global supply and value chains are extensively scattered 
with organizations located in different parts of the world. 
Usually, they have different processes in place, use different 
technologies and have different trustworthiness targets. So, 
it is not trivial to achieve an end-to-end trustworthiness 
along the entire supply chain in such a diverse setup. 

In our previous publications [8, 9], the focus had been on 
establishing the principles of trustworthiness by elaborat-

In Europe, a new regulation is being introduced, i.e., 
Eco-design for Sustainable Products Regulation (ESPR) [1]. 
This regulation introduces a digital product passport that 
will provide information about products’ environmen-
tal sustainability. It is intended that the information will 
be easily accessible by scanning a data carrier, and it will 
include attributes such as durability, repairability, recy-
cled content, availability of spare parts, etc. Under the 
ESPR, information related to products is digitalized, and 
the services using information about products are expect-
ed to become increasingly common in the future, such as 
battery’s remaining value assessment services, predictive 
maintenance services, etc. It should help consumers and 
businesses to make informed choices when purchasing 
products, manufacturing, operation, utilization, and recy-
cling/reuse to increase transparency about the impact of 
product lifecycles on the environment. The digital prod-
uct passport should also help public authorities to per-
form checks and controls in an efficient manner [1]. In 
the future, following the industry 4.0 ideology, it will be 
more common to exchange information related to digi-
tized products directly from machine to machine, without 

ing on types of trustworthiness, trustworthiness topologies, 
and means to exchange trustworthiness expectations and 
capabilities along supply and value chains. 

Based on our previous research on organizational and 
product trustworthiness, in this publication, we concen-
trate on researching aspects of trustworthiness of data in 
value networks that comprise several heterogeneous sup-
ply and value chains. 

human intervention in supply chains, value chains, and val-
ue networks. In this context, stakeholders’ need to ensure 
the trustworthiness of data itself are important.

Considering ESPR regulation and circular economy, we aim 
to analyze the trustworthiness of data (related to products) 
not only until the product placement on the market, but 
also during the product lifecycle, such as operation, utiliza-
tion, recycling, and reusing, etc. 

In previous publications [8, 9], we introduced the estab-
lishment of organization and product trustworthiness by 
exchanging trustworthiness expectations and capabilities. 
In this publication, we go a step deeper and examine the 
trustworthiness of data in value networks that comprise 
supply and value chains and the aspects of trustworthiness 
of data itself. It is essential as various sorts of data are being 
exchanged in supply and value chains, such as Product Car-
bon Footprint (PCF) values, configurations, health checks, 
etc., that have a certain overall impact on trustworthiness. 



4.  Terminologies: Trustworthiness of data for 
value networks

Global supply and value chains are extensively scattered 
with organizations located in different parts of the world. 
Usually, they have different processes in place, use different 
technologies and have different trustworthiness targets. So, 
it is not trivial to achieve an end-to-end trustworthiness 
along the entire supply chain in such a diverse setup. 

In our previous publications [8, 9], the focus had been on 
establishing the principles of trustworthiness by elaborat-
ing on types of trustworthiness, trustworthiness topologies, 
and means to exchange trustworthiness expectations and 
capabilities along supply and value chains. 

Based on our previous research on organizational and 
product trustworthiness, in this publication, we concen-
trate on researching aspects of trustworthiness of data in 
value networks that comprise several heterogeneous sup-
ply and value chains. 

Terminologies describing different interactions along a 
product lifecycle are often not understood in the same 
manner. Therefore, this white paper uses the following 
terminologies as per their standardized definitions:

	z ‘Supply chain’ has been defined in many standards, such 
as ISO 18495, ISO 22095, etc. For the context of our work, 
we concentrate on the definition provided by ISO 28001, 
i.e., the supply chain is the linked set of resources and 
processes that upon placement of a purchase order 
begins with the sourcing of raw materials and extends 
through the manufacturing, processing, handling and 
delivery of goods and related services to the purchaser. 
(Note 1 to entry: The supply chain may include vendors, 
manufacturing facilities, logistics providers, internal dis-
tribution centers, distributors, wholesalers, and other 
entities involved in the manufacturing, processing, hand-
ling and delivery of the goods and their related services.)

5
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 Figure 3: Example of a generic value chain

Source: Cooperation of Plattform Industrie 4.0 and RRI
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Figure 2: Example of a generic supply chain

Source: Based on Figure 1 from whitepaper on IIoT Value Chain Security - Realizing Trustworthiness Attributes for Supply Chain Elements [8]

	z Likewise, ‘value chain’ has been defined in various 
standards like ISO 32210, ISO 59010, etc., we take the 
one defined in ISO 26000, i.e., the value chain is the 
entire sequence of activities or parties that provide or 
receive value in the form of products or services. (Note 
1 to entry: Parties that provide value include suppli-
ers, outsourced workers, contractors, and others. Note 

2 to entry: Parties that receive value include customers, 
consumers, clients, members, and other users). A supply 
chain can be considered as a subset of a value chain, and 
the value chain means all activities and processes that 
are part of the product life cycle, including re-manufac-
turing, refurbishing, etc. 
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Figure 4: Example of a generic value network

Source: Cooperation of Plattform Industrie 4.0 and RRI

	z Moreover, we use the term ‘value network’ as defined 
in ISO 59010, i.e., a value network is a network of inter-
linked value chains and interested parties or stakeholders. 

In the current global economic activities, not only the 
cooperation of companies, but also various value and sup-
ply chains are interlinked to promote businesses, represent-
ed by a value network. Therefore, a value network can com-
prise of different value and supply chains. 

Value networks, which are connected to different supply 
and value chains, require common rules, protocols, and 
product data formats supported by the trustworthiness 
infrastructure. 

	z As per ISO/IEC 25019:23 [7], ‘trustworthiness’ is defined 
as the extent to which users and stakeholders have con-
fidence that their expectations are met in a verifiable 
way. In regard to value chain and value networks, trust-
worthiness can have the following aspects:
	z Trustworthiness between organizations within a 

supply or value chain or in different supply or value 
chains

	z Trustworthiness of products and components
	z Trustworthiness of information/data related to com-

ponents, products, and organizations. Trustworthiness 
of data can be understood as the extent to which a 
stakeholder can assure transparency regarding the 
implementation of data usage rights and/or obliga-
tions, and/or the traceability of the flow.

	z Trustworthiness of services, processes, and technol-
ogy being leveraged by users and stakeholders

	z Trustworthiness of means of exchanging trustworthi-
ness-relevant information within different stakehold-
ers in supply or value chains (i.e., value network). 

Our last two white papers [8, 9] focused on the first two 
aspects, listed above. In this white paper, we will focus on 
the trustworthiness of data (the last three above-mentioned 
aspects). Moreover, depending on the use case or business 
context, different attributes define trustworthiness. These 
attributes may include authenticity, integrity, resilience, 
accountability, confidentiality, privacy, safety, traceabil-
ity, compliance with social regulations, conformance with 
applicable standards, etc.
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5.1   Leveraging the trustworthiness profile for 
data trustworthiness

In our last two white papers [8, 9], we introduced the trust-
worthiness concept, which helps identify distinct trust 
domains along a supply or value chain. A Trust Domain 
(TD) can be defined as a domain with a specified authority 
that determines its present and targeted trustworthiness 
attributes for an entity or a set of entities in a supply chain, 
value chain or value network [9]. Once the trust domains 
(TDs) are identified, they can establish trustworthy inter-
actions with one another based on the exchanged trust-
worthiness expectations (TWEs) and their corresponding 
trustworthiness capabilities (TWCs), i.e., a list of verifiable 
claims, in form of the trustworthiness profile (TWP) and 
the extended trustworthiness profile. TWP is a standardized 
and interoperable structure comprising of TWEs and TWCs. 

In this white paper, our research focus is towards the trust-
worthiness of product-related data. Trustworthiness of 
such data can be defined as an extent to which a stake-
holder can assure transparency regarding the implemen-
tation of data usage rights and/or obligations, and/or the 
trace ability of the flow of the process, including generation, 
processing, and utilization of data are ensured as intended. 
Extending on the concept of TWP, in this white paper we 
propose that not only entities in the supply chain, but also 

5. Trustworthiness of data

entities in the value chain and value network can also com-
municate data-usage rights along with TWEs and TWCs. 
Data-usage rights can be communicated as part of the TWE 
or as an independent TWE. For example, the data provider 
can present its data usage terms and conditions as a TWE, 
whereas the data user can return a TWC confirming agree-
ment to the TWE. 

Since TWCs are comprised of verifiable claims correspond-
ing to the TWE, they may include different technologies, 
such as unique IDs realized via secure elements, Physical 
Unclonable Functions (PUFs), etc., to ensure the integrity 
of data (e.g., by using digital signatures). Additionally, the 
TWCs may include rules regarding the usage of data in 
form of contracts and certifications.

5.2   Trustworthiness of data derived from 
products

In value chains, or value networks, more and more services 
using data derived from products are being introduced. 
Therefore, it is important for consumers of products and 
the corresponding data to verify its trustworthiness and 
confirm the reliability of the service based on product data. 
In the context of this white paper, we consider the follow-
ing aspects: 
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In such scenarios, it is important to ensure that there is 
a strong, persistent binding between the product and its 
generated data, regardless of the trust domain it is residing 
in, especially to achieve greater trustworthiness. Binding 
between the product and its generated data can be accom-
plished by various mechanisms, as well as by combining 
various mechanisms.

Moreover, there are scenarios where the product and its 
data are in a TD (TD2) other than the TD (TD3) that owns 
the product, as shown in Figure 6. For example, there are 
scenarios where a machine is leased on a pay-per-use basis 
to another company. TD3 only receives some services based 
on the data produced by the product, and it needs to ensure 
the trustworthiness of this data.

Trust Domain 1 Trust Domain 3Trust Domain 2 Contract

TWC

TWE

Data

Contract

Service

Trust Domain 1 Trust Domain 3Trust Domain 2 Contract

TWC

TWE

Service

Contract

Figure 5: Product and corresponding data in different trust domains

Figure 6: Product and corresponding data in same trust domain

Source: Cooperation of Plattform Industrie 4.0 and RRI

Source: Cooperation of Plattform Industrie 4.0 and RRI

	z Data is not always stored within the organization or 
products. For example, products are physically with 
the user, but the data is stored in the cloud, owned by 
another provider (Figure 5). 

	z Another use case is when both products and data are 
physically hosted by an entity other than the data or 
product user, and the user only receives services based 
on the product and its data (Figure 6). 

	z Data providers also need to verify data users’ capabilities 
to meet the data providers´ trustworthiness expectations 
(Figure 7).

	z Examples of TWE when diverse stakeholders in the 
value chain are involved (Figure 8).

There are some scenarios where the product is in a trust 
domain, while the data generated by the product is part of 
another trust domain. Hence, the product might have dif-
ferent trustworthiness attributes compared to the data gen-
erated by it. This scenario is shown in Figure 5, where the 
product (e.g., battery) is part of TD3 and the data generated 
by the product is stored in TD2 (e.g., cloud server). Since 
TD3 owns and manages the product, it receives the data-
based services from TD2 with machine-to-machine (M2M) 
communication without human interruption and wants to 
ensure that it is trustworthy.



5. TRUSTWORTHINESS OF DATA10

Trust Domain 1
(Data provider)

Trust Domain 2
(Data user)

TWE 21

TWE 12

TWC 21

TWC 12

Figure 7: Mutual exchange of trustworthiness expectations and capabilities regarding data usage

Source: Cooperation of Plattform Industrie 4.0 and RRI

Compared to the last scenario, it is also essential to comply 
with TWEs with the help of contracts (guarantee that the 
data can be used within the described scope and confirm 
that the data is from the guaranteed source), and infor-
mation about the manufacturer must be included. That 
case might often happen in the recycle and re-use phase. 
Stakeholders want to know the value of the products cor-
rectly based on the data derived from products. Each time 
the expectation (TWE) changes (operation stage, recycling 
state, etc.), TWC needs to be verified to adjust the TWE, and 
the required level of trustworthiness might differ in each 
phase, during its lifecycle, such as operation, utilization, 
recycling, and reusing, etc.

Under the current ESPR, it is asked to easily access the 
digitalized information about the product and its life cycle 
by scanning a data carrier, such as a watermark or a quick 
response (QR) code. However, to increase trustworthiness, 
persistent binding of the product information to the cor-
responding product shall be maintained throughout the 
product life cycle and can be used to verify its authenticity 
and reliability. 

There are also some scenarios where mutual exchange of 
TWEs regarding the use of exchanged data is required. For 
example, when a data provider is asked to provide its TWCs 
corresponding to certain TWEs, then this data provider can 
also provide its TWEs first to the other entity regarding the 
usage of its TWCs, and it will only share its TWCs once the 
other data provider provides its TWCs regarding data hand-
ling. 

Alternatively, the data provider creates and returns a TWC 
adapted to the contents of the data user’s TWC. For exam-
ple, if the data user’s TWC indicates that the data user can 
keep the acquired data confidential, the data provider can 
provide data that it does not want to publicly display as 
TWC. On the other hand, if a data user needs to disclose a 
data provider’s TWC, the data provider will provide a TWC 
that can be publicly disclosed.
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Figure 8: Automobile use case

Source: Cooperation of Plattform Industrie 4.0 and RRI

Moreover, there are some scenarios where the data is col-
lected and exchanged along a value chain without the iden-
tification of relevant trust domains. One such use case is 
known for the calculation and reduction of PCF values in 
an automotive environment. For example, a study [6] done 
in Japan collected and analyzed the driving data of cars 
and how they are used in the market, such as the impact 
of usage of air conditioning, driving style, etc. As a result, it 
was reported that, in 2022,  a reduction of 308,000 tons of 
CO2 could be achieved in Japan. This was achieved using 
the following steps:

	z Automobiles were transferred from the automobile 
manufacturer to the automobile user under a predeter-
mined legal contract. The TWE of the automobile user 
was that the vehicle has the prescribed functions (vehicle 
size, fuel consumption, running, turning, stopping, etc.). 
The TWC provided by the manufacturer was that the 
vehicle was manufactured using a predetermined pro-
cess (designer, manufacturer, inspector, or tool, etc.) and 
that the vehicle has the capability to communicate driv-
ing data to the specified cloud service provider without 
leakage or tampering.

	z Driving data was transferred from the automobile to the 
specified cloud service based on a predetermined con-
tract. The TWC of the cloud service provider was that 
there is no spoofing or tampering of data received from 
the vehicle.

	z Stored driving data was transferred from the cloud ser-
vice provider to the data-analysis company based on a 
predetermined contract. The TWE to the data-analysis 
company was to ensure the confidentiality, integrity, 
and availability of driving data during the accumulation 
period. 

	z So-called ESG reports (Environmental, Social, and Gov-
ernance practices of an organization) were generated 
and published by the data-analysis companies with-
out any specific contract. The TWE of the report user 
was that the ESG reports were derived from trust-
worthy information. The corresponding TWC of the 
data-analysis companies was that the appropriate data 
was analyzed using the appropriate processes.
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In order to make trustworthy interactions in a value net-
work, we need a common trustworthiness framework which 
ensures interoperability between heterogeneous systems. 
One such framework is introduced in ISO 22373 [2].

In Europe, a Digital Product Passport (DPP) system will 
introduce a regional realization of an infrastructure to 
support the exchange of product-related information in a 
value network, although it is so far limited to regulatory 
requirements originating from ESPR [1]. 

6.  Digital product passport for value network 
trustworthiness 

In the context of Industry 4.0, a DPP 4.0 is being developed 
(demonstrated by ZVEI [5]) based on the Digital Name Plate 
(DNP 4.0 standardized under DIN VDE V 0170-100 [3]) and 
the Asset Administration Shell (AAS) [4]. DPP 4.0 comprises 
of submodels that include information that is partially 
freely available (shown in green in Figure 9), and some part 
of that information can be accessed by authorized entities 
only (shown in red in Figure 9). 
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A DPP is specific to a product and, hence, ideally originates 
from a supply chain, and it can be carried over to a value 
chain in a value network. To achieve trustworthiness along 
global value networks, a similar interoperable construct is 
required, and a standardized format for DPP can be a very 
viable option. 

From a trustworthiness perspective, a DPP can contain 
information about a product that provides proof of its 
trustworthiness capabilities. Depending on the use case or 
business context, a product can disclose certain parts of the 
DPP to the required stakeholders based on their trustwor-
thiness expectations.

ESPR [1] is going to establish a DPP that provides access to 
data related to a distinct product or type of product, pro-
viding relevant information to stakeholders in a value net-
work, especially to users and regulators. If a stakeholder 
intends to use the DPP-based infrastructure for ensuring 
trustworthiness (for use cases independent of ESPR regu-
lation as well), then, among others, the following aspects 
must be considered:

	z Persistent binding between the product and its DPP

	z Secure and reliable access control, especially for 
restricted information

	z DPP not being a single point of failure, for example, 
for the manipulation or deletion of product related 
information

	z Availability of cryptographically verifiable proofs 
along the whole life cycle

	z Means to ensure integrity, authenticity, and account-
ability.

Requirements from the market that are independent of the 
regulatory requirements will determine the trustworthiness- 
related requirements that stakeholders along a value chain 
have to fulfill. The trustworthiness expectations of a trust-
worthiness profile may be determined by certain market 
requirements concerning a specific project. They may not 
be identical to the requirements derived from regulations.

Submodels including
DPP-Information
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• Technical Attributes
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Figure 9: Components of a DPP 4.0 [5]

Figure 9: Source: Figure from ZVEI, DPP4.0 Big Picture [5]
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7. Summary and next steps

The white paper emphasizes the importance of the trust-
worthiness of data for ensuring trustworthiness along 
supply chains, value chains, and value networks. Data, i.e., 
derived from products, is especially considered essential 
for establishing the trustworthiness of products, which is 
crucial for conformance to upcoming regulations as well, 
such as ESPR. The white paper also establishes a common 
understanding of trustworthiness-related terminologies in 
supply chains, value chains, and value networks. Finally, the 
white paper focuses on different aspects of data usage that 

can have different trustworthiness expectations and corre-
sponding capabilities. 

In the future, we intend to go deeper into the realization of 
specific aspects of data trustworthiness, such as exploring 
means to ensure persistent and reliable binding between a 
product and its data, etc. Additionally, use cases will be con-
sidered to analyze scenarios based TWEs and TWCs, espe-
cially regarding the trustworthiness of data from a value- 
network perspective. 
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