TTTTTTTTTT

Federal Minist =
% ‘ fgr E(r:?)normlcs,&}/fairs |||NDUSTRIE4_0

and Energy

Identifying security challenges along the
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Toshiba’s digital transformation business region

Toshiba loT Architecture

SPINEX"™

Energy loT Social Infrastructure loT Dnstnbutlon/LognstucsIoT

Electricity ption visualizati Operation & mai e of water Yransponanon quahly visualization

treatment plants & analysis
Photovoltaic power generation
capacity prediction }iechar eable battery management  Operational efficiency of warehouses
A
Virtual power plant development or EV.buses Automatic identification & tracking
Train operation monitoring of cargo & roll box palletets

Power plant facility management
Monitoring & inspection of electric
power infrastructure

Building & Facility loT Manufactunng loT

22 Equupment nspecnon support service i Big data analysis for manufacturing il
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production facilities

Monitoring of air-conditioning &
lighting system operation *%  Industrial equipment failure prediction

D Energy saving services for building
facilities

From order production to mass
production

From domestic production base
to global production base

Toshiba loT Architecture SPINEX
provides ‘digital twin economy’
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Security challenges for digital transformation

‘Three Layers’
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System evolution along digital transformation

INLINE model

Out of Bounds model TOUCH model

Separate OT and IT Limited external connections and Measures for each OT zone
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Lifetime Protection Procedure

Monitoring

Predict and Detect
threats and vulnerabilities
By SOC

Response

Rapid Incident Response
Detection A By C/PSIRT

Prediction

.
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Social
Infrastructure

. - production Verificati .
Des'gn Security Pt em— erirication Evaluatlon

Security Assessment i Exercise Penetration test
Implement requirements Cyber security exercise
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