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Connectivity and Complexity of 
Transportation Cyber Systems

Driverless Cars, ADAS, V2V, 
V2I, Safety
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Sector-2-Sector connections and dependance drives a 
need for consistency in all aspects of assurance
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Need Secure, Safe, Reliable, and Resilient Behavior 
that Upholds Privacy Expectations

© 2017 Gartner. All rights reserved. 
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WE ALL NEED

TRUSTWORTHY SYSTEMS
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Interactions in Trustworthiness Aspects

• Trustworthiness characteristics may support each other, or may 

conflict with each other

• Have different objectives and metrics 

SecuritySafety Reliabilit

y
ResiliencePrivac
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Interaction and relations

Security Privacy SafetyReliabilityResilience

The Key System Characteristics of 
Trustworthiness as a Quality Measure
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• Industrial IoT Quality is a continuum of 
system characteristics
• OT Security (IEC 62443*) meets IT Security

(ISO 27000*) 
• Privacy (GDPR*), Resilience (ISO*, IEC*), 

Reliability (NIS*) are quality features in both OT 
and IT

• Determine and ensure quality measures per 
vertical, e.g. audit, certification

* Examples
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Claims of Trustworthiness  Gathering Evidence for Assurance Cases
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SafDSafE

…

SafeN

Safety*
EU: IEC 61508/62626

UK: … (after Brexit) 

US: IEC 61508

CN: ()

JP:  IEC 61508

…

Made of “body safe” materials
Able to recharge without charring skin
Only authorized people can connect
Only special people can control
Fail-safe mode to support life…
Sheilded from radiation…

Made of “body safe” materials
Made of non-brittle materials
Impervious to moisture/sweat…
Able to recharge without charing
skin
Only special people can control
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Made of “body safe” materials
Made of non-brittle materials
Impervious to moisture/sweat…
Able to recharge without charing
skin
Only special people can controlMade of “body safe” materials

Able to recharge without charring skin
Only authorized people can connect
Only special people can control
Fail-safe mode to support life…
Sheilded from radiation…

No interfering with other devices
No off-gassing or hazardous emissions
Only authorized people can connect
Only special people can control
Can be handled w/o special gloves
Fail-safe mode to support life…
Sheilded from radiation…
Can be used in a sterilized area
Operational w/o positive control

 Made of “body safe” materials
 Able to recharge without charring skin
 Only authorized people can connect
 Only special people can control
 Fail-safe mode to support life…
 Sheilded from radiation…
 Made of non-brittle materials
 Impervious to moisture/sweat…
 No interfering with other devices
 No off-gassing or hazardous emissions
 Can be handled w/o special gloves
 Can be used in a sterilized area
 Operational w/o positive control

The Key System Characteristic:
Safe…
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But if every IIoT System has a “unique” array of 
requirements how do we manage that?…

Possible IIoT System Trustworthiness Requirements
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Group Requirements around “families” of IIoT Systems 
that similar functions, environment, and other context?…

Deep Brain Neurostimulators

Gastric Stimulators

Foot Drop Implants

Cochlear Implants

Cardiac Defibrillators/Pacemakers

Insulin Pumps

Operating Room Equipment

Medical Procedure Support Equipment
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Infusion Pumps Total Product Life 
Cycle 

 

Guidance for Industry and FDA Staff 
 
 

Document issued on: December 2, 2014  
 

The draft of this document was issued on April 23, 2010. 
 

This document supersedes the “Guidance on the Content of Premarket 
Notification [510(k)] Submissions for External Infusion Pumps,” issued March, 

1993. 
 

OMB Control Number: 0910-0766 

Expiration Date: 5/31/2017 

 

For questions regarding this document, please contact Alan Stevens, General Hospital Devices 

Branch, Office of Device Evaluation at 301-796-6294 or via email at alan.stevens@fda.hhs.gov.  

 

For questions regarding safety assurance cases, please contact Richard Chapman, General Hospital 

Devices Branch, Office of Device Evaluation at 301-796-2585 or via email at 

richard.chapman@fda.hhs.gov. 
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Ear/Nose/Throat, General Hospital, Infectious Control, and Ophthalmic Devices Branch, Office of 

Compliance at 301-796-5770 or via email at francisco.vicenty@fda.hhs.gov.  
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301-796-6104 or via email at sharon.kapsch@fda.hhs.gov.  
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ABSTRACT  

Assessing the safety of complex safety- or mission-critical 

systems under ever tightening time constraints with any degree of 

confidence is a growing challenge for industry and regulators 

alike. One method of helping to address this situation is through 

the use of assurance cases. Challenges abound here as well; too 

little or too much abstraction or poorly constructed arguments can 

affect confidence that a system will perform as intended. The 

automatic generation of a (safety) assurance case not only can 

expedite a development process but also leverage the ability to 

perform compliance checking. In this paper, we propose a novel 

framework which weaves a safety case pattern, guidance 

metamodel, and a development process metamodel together to 

generate a safety assurance case, which facilitates checking the 

conformance of the system to the guidance. As a case study, we 

use the GPCA infusion pump project as a subject to illustrate how 

this framework can aid in compliance checking using the infusion 

pump guidance published by FDA as a reference oracle.   

Keywords 

Compliance checking; model transformation; safety-critical 

systems; safety case. 

1. INTRODUCTION 
Assessing the safety of complex safety- and mission-critical 

systems, such as medical devices, under ever tightening time 

constraints with an acceptable level of confidence is a growing 

challenge for industry and regulators alike. One method of helping 

to address this is through the use of safety assurance cases (or 

safety case in short) [1]. For instance, the U.S. Food and Drug 

Administration (FDA) recently released an infusion pump a 

guidance document on the total product lifecycle for infusion 

pumps [2], which recommends infusion pump manufacturers to 

use safety assurance case (“safety case”) as a structured means to 

organize and present to FDA the information supporting the safety 

claims of their infusion pump devices.  In this paper, we take the 

infusion pump guidance as an example to discuss how to 

automatically construct a safety case in safety critical domains. 

The construction and review of a safety case for an infusion pump 

system are a daunting task for various stakeholders such as 

manufacturers and FDA regulators due to the following reasons. 

Firstly, the guidance provides general requirements on what types 

of safety properties that a safety case should argue about and what 

kind of evidence it should collect from development artifacts.  

But, it leaves it up to device manufacturers to decide the ways of 

constructing a safety case in terms of using the collected evidence 

to support the specific safety claims articulated for their devices. 

This however creates a gap between the guidance’s requirements 

and the device development process for the device that needs the 

manufacturers to properly bridge when constructing their safety 

cases. This gap also makes it challenging for regulators to review 

the safety cases, because they need to first understand how 

guidance requirements are mapped to the safety claims in the 

safety cases and then evaluate the trustworthiness and 

qualification of the collected evidence in supporting these claims. 

Exacerbating the problem is the poor quality of evidence and 

arguments assembled in the safety cases: many safety cases suffer 

from the structural problems, such as too little or too much 

abstraction and poorly constructed arguments.  

Secondly, like many other guidance documents or standards 

across the safety critical industries, the guidance intends to be 

generic to ensure its applicability to as many infusion pump 

devices as possible.  Consequently, it creates a space for different 

stakeholders, such as suppliers, clients, and certifiers, to come up 

with different understanding/interpretation of the guidance’s 

requirements. For example, the guidance recommends 

manufacturers to conduct hazard analysis to identify the risks 

associated with their devices and use the results to define the 

safety claims to be included in the safety cases.  However, it 

leaves it up to manufacturers to decide the specific hazard analysis 

techniques to use and the process of using such techniques.  The 

difference among stakeholders in interpreting the guidance creates 

a communication gap between them. Safety cases need to be 

constructed properly to help to remediate the difference, rather 

than making it worse.  

To address the above challenges, we propose a novel model-based 

framework, called SPIRIT, that applies the notions of safety case 

patterns and model weaving to support the mechanical generation 

and validation of safety cases.  Central to SPIRIT is to utilize 

safety case patterns [3] to enable the mechanized and consistent 

generation of safety cases for the same type of systems.  In this 

way, the cost of constructing safety cases can be reduced and the 

confidence of such safety cases can be improved, by reusing the 

safety case patterns that have been proven as successful in past 

practices to promote the communication among stakeholders.  

Beside the safety case pattern, SPIRIT requires two additional 

inputs: a guidance metamodel, in the format of a UML class 

diagram, to denote the guidance and remediate the stakeholders’ 

difference in interpreting the guidance; and a development process 

metamodel that defines how a manufacturer designs their infusion 
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type, and create a binding statement to link the source and target 

nodes. For example, if the type of the target node is GSN_Goal, 
then these two nodes are connected, since the output GSN 

metamodel in Figure 7 indicates that two GSN_Goal classes are 

connected by the self-association and one of them must has its 

role name as subgoal.  A binding statement is also generated for 

the target node to assign the invocation of the called rule produced 

for the target node to the subgoal feature of the root GSN_Goal 
node. Situations where the type of the target node is 

GSN_Justification, GSN_Assumption, or GSN_Strategy are 

handled similarly. 

How to invoke a called rule depends on the format of role 

expressions. For example, there are three relationships in Figure 2, 

connecting the root goal node G1 to two strategy nodes S1 and S2 

and one goal node G2, respectively.  Moreover, Lines 9-12 in 

Figure 6 output three binding statements to invoke the called rules 

produced for nodes G2, S1, and S2 (see statements 15-17 in 

Figure 8).  

The called rules generated for each of the rest nodes in the safety 

case pattern may or may not have parameters. Java 

Transformation generated a parameter for a called rule only if the 

corresponding node in the safety case pattern has a role 

expression. For instance, the called rule called1() in Figure 8 is 

generated for node G2 in Figure 2. Since G2 does not have any 

role expression, no parameter is assigned to rule called1(). In 

contrast, the called rule called39 generated for node S1 in Figure 2 

has a parameter, since S1 has a role expression system.   

Once produced, the ATL program can be executed to generate a 

safety case for the target project.  Executing the ATL program 

starts with executing the matched rule(s) to produce a root node in 

the output safety case; if any called rules are invoked during 

executing the matched rules and the subsequent execution, these 

called rules are executed to produce the rest nodes in the safety 

case. 

5. CASE STUDY ON THE GPCA PROJECT 
The generic patient-controlled analgesia infusion pump project 

(GPCA) [10] was an open-source project intending to demonstrate 

the applicability of model-driven development techniques to 

medical device (software) systems.  Its development process is 

consisted of two steps. The first step includes the activities related 

Table 3 GPCA artifacts 

GPCA development 
process metamodel 

elements 

GPCA objects 

System GPCA system 

SafetyRequirement SR1.1, SR1.2, SR1.4, SR1.5, SR1.10, SR3.4.6, 

SR6.1.3, SR6.1.4 

Cause Flow rate does not match programmed rate 

Programmed rate too low 

Dose limit exceed due to too many bolus requests  

Bolus volume/concentration too high 

Hazard Underinfusion, Overinfusion 

Property Flow rate sensor is equipped 

Period is 15 minutes 

Flow rate is less than 90% of the programmed 

rate 

Reference FDA standard 

Expertise opinion 

Previous knowledge 

 

 

Figure 9 Safety case model of GPCA system 
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Critical Functions Have Migrated into Software

THEN NOW

Throttle Mechanical linkage to valve regulating fuel flow. Computer network devices; CAN bus software actuates a fuel valve.

Avionics A-7E single computer OFP; memory mapped controls, 
switches, sensors, HUD, stick.

F-35 hosts multiple networks of on-board computers integrating 
control, sensors, weapons.

Turrent Positioned by manually controlled driving range/elevation 
servos controlled via analog electronic circuits.

Turret positioned by computer software controlled motors and sensors, 
software physics models.
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Growth of Software in Avionic Weapons Systems

Source: C. Hagel & J. Sorenson, Defense AT&L, March-April 2013

Next 
Aircraft?

??Critical functions increasingly implemented in software
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The challenge going forward is that many things are 
based on the man-made element of software…

• Science of Software
• ~100 years of mathematics and logic; 
• based on little-understood man-made constructs:
• a variety of chip architectures
• a variety of compiler vendors
• a variety of operating system vendors
• slight vagrancies in software specifications allow 

for different implementations by vendors

• Architecting Software
• Driven by economics, time-to-market, cost of 

creation with no feed-back regarding accountability

• Engineering Software
• EULA absolves consequences of failure
• Blind reuse (frameworks, libraries, open source)
• not a licensed profession 
• no pervasive understanding of the ”materials 

science” of software 
• need inspection, mitigation, and practical methods 

for making software appropriately strong

• Science of Building
• Motivated by Hammurabi’s Babylonian law 

code, literally set in stone, of accountability
• 4,000 years of learning about the properties of materials 

• Constrained by the laws of physics: 
• Newton's classical mechanics.
• Einstein's theory of relativity.
• Boyle's law of gases, conservation laws, the four laws of 

thermodynamics. 

• Architecting Buildings
• 4,000 years of learning to work around the 

weaknesses in materials

• Engineering Buildings
• 4,000 years of guild/apprentice  engineering 

practices and certifications – licensed 
profession

• science of materials developed and 
incorporated in building codes, inspection 
regimes
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Utilizing Appropriate Detection Methods to Collect Evidence to Gain Assurance…

Most 
Important 

Quality 
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Static Analysis Tool 

B
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CAPEC, …

Architecture

Design

Process
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Binary

Running Binary

Environment of System

Use of Mission Software

CONOPS

Requirements

Artifacts Detection Methods
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Multiple Sources of Assurance Evidence from Throughout 
the Lifecycle of the item(s) needing Assurance.
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TRUST RELATIONSHIP BETWEEN COMPONENT BUILDERS - FUTURE 

Assurance
Case
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The Assurance Case for a System Builder using Assured Components

Exchange and Composition of Assurance 
Cases between tools and programs
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Industrial Internet Reference Architecture - IIRA 1.8
https://www.iiconsortium.org/IIRA.htm

Industrial Internet Security Framework - IISF 1.0
https://www.iiconsortium.org/IISF.htm

Open Group Dependability Framework – O-DA
https://publications.opengroup.org/c13f

Structured Assurance Case Metamodel - SACM
https://www.omg.org/spec/SACM

Assurance and Safety Case Environment (ASCE)
https://www.adelard.com/asce/choosing-asce/

Astah GSN
http://astah.net/editions/gsn

SafeTbox
https://www.iese.fraunhofer.de/en/competencies/safety_engineering/tools_safety/safetbox.html

D-Case Editor: A Typed Assurance Case Editor 
https://github.com/d-case/d-case_editor


