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Plattform Industrie 4.0

Detalls of the Asset Administration Shell

from idea to implementation



m PLATTTFORMMBN

«1INDUSTRIEA4.0

An Overview

» Industrie 4.0
Background: What's new, really?

» The key building block
Industrie 4.0 component with the Asset Administration Shell

» Asset Administration Shell: An overview
Current work of Plattform Industrie 4.0

» Details of the Asset Administration Shell
Basis for practical implementations

» Asset Administration Shell in Specialization
How to develop your own submodels

» Information and support for SMEs
Where to find assistance for digital transformation



m PLATTTFORMMBN

+1INDUSTRIEA4.0

Industrie 4.0

connecting business processes —
across company borders

» Internet is available everywhere, simple and cheap.

» Devices are becoming intelligent. “Hoottono
» Using this in a smart way opens up a new world of @ ilr

services and functions. 5
_ . . . »u X g
» Industrie 4.0 connects all parties involved in business - 4 0
processes in the manufacturing and process industry. 3% O

» Information from suppliers, customers and within your
own company is connected and transparently available.

» Workpieces and machines manage the production
autonomously — flexible, efficient, resource-saving.

» There are transitions between companies and sectors.
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Industrie 4.0
What's new, really?

That’s already possible today Industrie 4.0: This is new
» The cloud » Added value by exchanging
» The network information between value chain
» Automation devices with Internet partners
access » From Intranet to Internet
» Internet-based services » Neutral and common
@ e standards for communication,
m— — G services and semantics across

/ companies and sectors

» A large number of new applications and business models will emerge.
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Common Standards?!
Requirements for digitised industrial production

communication structures: network and protocols

rules for cyber security and data protection

language including signs, alphabet, vocabulary, syntax, grammatr,
semantics, pragmatics and culture

e  Wort Komponente
SyntaX 2M gZaoinb = \hen
Bedeutur sonente
Kom ' ' Wort
WBefieutungp stehen
. ZQIChen} D??ezléf;ﬁlgrﬁa Syntax Komponente yo L
Sensor Sicherheit Bedeutung Komponente (Srammatik Wwort

Komponente
Bcdeuft’ung Grammatik M2M Sicherheit Maschine

Graphic © Anna Salari
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Industrie 4.0 components
Assets integrate into the IT world

Integration of assets into the world of information

Asset = everything that requires a "connection” for an Industrie 4.0 solution

vV v v v v Vv

Machines and their components

Supply materials, parts and produF:ts - | P ——
Exchanged documents (e.g. drawings, wiring diagrams) Shell
Contracts
Orders

o

14.0-

{ Component
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Asset Administration Shell
Implements the Digital Twin

Digital Twin

Definition (Industrial Internet Consortium
(IIC) & Plattform 14.0): Digital
representation, sufficient to meet the
requirements of a set of use cases

)) Digital representation = information
that represents characteristics and
behaviors of an entity (asset)
i.e. the Asset Administration Shell is
the implementation of the Digital Twin

for Industrie 4.0
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Asset Administration Shell
Why? =

The Asset Administration Shell is the implementation

of the ,,Digital Twin* for Industrie 4.0

The Asset Administration Shell establishes cross-company
Interoperability.

The Asset Administration Shell is available for non-intelligent and

Intelligent products.

The Asset Administration Shell covers the complete life cycle of
products, devices, machines and facilities.

The Asset Administration Shell enables integrated value chains.
The Asset Administration Shell is the digital basis for
autonomous systems and Al.
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Asset Administration Shell

How?

The Asset Administration Shell...

>

integrates the asset into Industrie 4.0
communication.

Is addressable in the network and identifies the
asset unambiguously.

provides a controlled access to all information of
the asset.

Is the standardised and secure communication
interface.

can integrate intelligent and also non-intelligent
(,passive“) assets (without a communication
interface), e.g. via bar codes or QR codes.

represents the entire life cycle of products,
devices, machines and plants.

10



lifecycle

Zulieferteil
->Teiletyp in der Auswahl - Bestellte Teile (Instanzen)
Virtuelle
Pianung s Inbetried- " Nutzung &
Entwicklung Konstruktion m‘?:;n;g nahme Produktion Optimierung
Planen mit moglichen Teiletypen Auslieferung
von Teilen
Maschine
i - Bestelite inen eines Typs
Virtuelle .
Pianung ; S Inbetrieb- ; Wartung &
Entwicklung KD%"“""@ “‘r?:rll'r'neg > nahme > Prm‘"‘”’}()mimierung
Planung/ Beauftragung T Auslieferung
einer i einer Maschine
Fabrik v
->Magliche Fabrik -Tatsachliche Fabrik (Instanz)

Virtuelle :
i Inbetrigb- ; Wartung &
Engineering In§:§|meg elinG Produktion Optimierung

(Investitions-)
Planung

Industrie 4.0 components
The Asset Administration Shell covers the complete
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During engineering, functionalities are planned, e.g. a motor with a
certain torque and shaft height. A few properties of the motor will
be put into the admin shell.

In a next step, a specific motor type from a manufacturer is
chosen, more information about that motor type will be added to
the admin shell.

The motor manufacturer delivers a component for calculating and
simulating the motor, the choice can be simulated and confirmed.

Then, during commissioning, the motor will be ordered, the motor
type becomes a motor instance with a serial number, specific data
for that individual motor. The admin shell is enriched again.

Operating parameters (temperature, vibrations, ...) are measured
during operation of the motor. This can be recorded in the admin
shell.

Maintenance is done on the motor, and it is recorded in the admin
shell.

After end-of-life, the motor is replaced with a new one. This
change, and all information about the new motor type & instance is
recorded.

Information in the admin shell can be exchanged between all
partners in a value chain: suppliers, engineering partners, system
integrators, operators and service partners.

11
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Industrie 4.0 components

Asset Administration Shell

The Asset Administration Shell of an electrical drive...

...knows properties and capabilities of the electrical drive and
makes it usable.

...knows where to find the information from and about the drive
and provides it.

...has a specific standardised syntax and semantic.

...can be realised in different ways:
» as a simple static information source ("HTML file"), e.g. for a
screw
» on afield device
» on agateway that serves multiple devices

» as a connected IT solution with different information sources
("cloud solution")

12
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Overview of the Asset Administration Shell
Publications of Plattform Industrie 4.0

Details of the Asset Administration Shell
(includes OPC UA, AutomationML and RDF
mappings now)

The publication states how companies can use the Asset

Administration Shell to compile and structure information.

In this way all information can be shared as a package
(set of files) with partners at several levels of the value
chain. It is not necessary to provide online access to this
data from the very beginning. ENGLISH

Secure access to CAE data

This document of the working groups with focus on
security describes security requirements for
accessing CAE data. A proposed solution uses the
concepts of the exchange of information between
Administration Shells and of access management.
GERMAN

Access control for Industrie 4.0 components
to be used by manufacturers, operators and
integrators

Describes attribute based access control, which is the
basis for the Administration Shell and gives examples
of how to use it. GERMAN

Administration Shell in Practice

In this publication, the Plattform Industrie 4.0
summarizes essential aspects of the Administration
Shell and explains to users how they can develop their
own generic, asset-specific and free submodels.
GERMAN

14.0 language: vocabulary, message
structure and semantic interaction protocols
The working group ,Semantics and interaction for
Industrie 4.0 components” (GMA; sub-working group
of WG1 of the Plattform Industrie 4.0), develops a
concept for the language between 14.0 components.
The paper shows current approaches. GERMAN
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https://www.plattform-i40.de/I40/Redaktion/DE/Downloads/Publikation/zugriffssteuerung-industrie40-komponenten.html
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Plattform Industrie 4.0
Digital transformation — a great joint effort

» Industrie 4.0 is an overall-
societal project

» A broad range of topics:
From technological
Innovations to social
change

Close alliance of;

» Science
» Economy
Plattform » Politics
Industrie 4.0 » Associations

» Trade unions

Plattform Industrie 4.0 = cOllaborative

development of a digital ecosystem for
»digitalisation of industry“ 14

»
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Plattform Industrie 4.0
brings together know-how

®:D4+C

Specialist SME International
expertise support activities

Heart of the Platform Industrie 4.0: the WOTKIN g groups

15
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Six working groups
focus on main topics — and give valuable impulses

The working groups...

» see themselves as a working forum for representatives from companies, works councils
and trade unions.

» are open to all interested and qualified companies and works councils

Criteria to participate:
» a proven subject-specific expertise
» effective mandate of represented organisation
» regional multiplier effect
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Working groups

Malin topics

Reference Architectures, Technology and Security of Networked
Standards and Norms Application Scenarios Systems

Chair: Chair: Chair:

Kai Garrels, Johannes Kalhoff, Michael Jochem,

ABB STOTZ-KONTAKT GmbH Phoenix Contact Robert Bosch GmbH

Work, Education and Digital Business Models
Legal Framework o :

Training for Industrie 4.0
Chair: . .
Dr. Hans-Jurgen Schlinkert, K:/Ihaﬂ'r'K gh?'rb Svenia Falk
ThyssenKrupp artin Kamp, rof. Dr. Svenja Falk,

IG Metall accenture

17
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Overview of the Asset Administration Shell
Current approach

RAMI4.0 -
Exchange
formats

AutomationML

Asset Administration Shel > -—QPC—QA.....
Representation - _<____Information
: modell

External requirements

Data Exchange Format/

Payload XML & JSON & RDF

Concept Description
¥ Enterprise

. OPC-UAJ. ¥ Work Center
. (Client/Server =~ Sl

Technology-neutral 2l Lz e A &PUb/Sub) Control Device

Field Device
UML model Product

Maintenance
Jsage

Instance

Source: Bosch Rexroth AG. Plattform Industrie 4.0

OPC UA _
AutomationML Information Security by

Modell Design
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Overview of the Asset Administration Shell
Current work of Plattform Industrie 4.0

Submodel @

TECHNICAL DATA
bp | + Max. Rotation Speed = 5000 [1/min]

+ Cooling Type = BAB6S7

Submodel @

OPERATIONAL DATA
* Rotation d = 4370 [1/mi

+ Torque =117.4 [Nm]

Details of the Asset Asset Administration
Administration Shell Shell in specialization

(Former: in Practice)

Basis: Reference Architectural Model Industrie 4.0 (RAMI4.0) and the Industrie 4.0 component
21
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Overview of the Asset Administration Shell
Latest publication: Detalls of the Asset Administration Shell

CONCEPT OF THE
ASSET ADMINISTRATION SHELL

Detalils of the Asset
Administration Shell

,Part 1- The exchange of information oo O e RATION
between partners in the value chain® INFORMATION
describes how information needs to MOBEE

be processed and structured in order SEMANTICS / SERVICES

. LANGUAGE (ONLINE ACCESS)
to pass it as one package from one

partner to another. INFRASTRUCTURE SECURITY
MECHANISMS

INDUSTRIE 4.0

22
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Detalls of the Asset Administration Shell
Publication at SPS 2019

JINDUSTRIE4O ......... ZVEE
A Scope and content:
Administration Shell .
P adresses developers mainly
» describes a technology-neutral
4 information model for Administration
4 F:“I | Shell (UML)
% = » §
l\ Ji = » mappings for OPC UA,
» |k AutomationML and RDF
f.::q i“""l : » Security by Design
= - » provides specific exchange formats
for information (XML, JSON)
» defines a package format for
Part 1 - The exchange of information exchanging content (,,.aasx“)
between partners in the value chain of
Industrie 4.0 (Version 2.0)
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Detalls of the Asset Administration Shell
Publication at SPS 2019

LiNDUSTRiE40 . ZVEL

Organisation:
This working paper has been elaborated in:

- the Sub-working Group “Asset Administration Shell” of P Is part 1 of a document series
the Working Group on “Reference Architectures, : ;
Standards and Norms “ of Plattform Industrie 4.0, > is versioned

- the working group “Models and Standards” of the ZVEI p is discussed with international
and partners

- in cooperation with the Working Groups “Security of » Asset Administration Shell is on its
networked Systems” (Plattform Industrie 4.0) and way to becoming an international

“Security” (ZVEI).
Y standard: IEC accepted request for

The OPC UA Mapping has been elaborated in the joint . . .
working group “l14AAS” of the OPC Foundation, ZVEI, standardization in November 2019

VDMA and the Plattform Industrie 4.0.

The AutomationML Mapping has been elaborated in the
joint working group of AutomationML e.V. and the
Plattform Industrie 4.0.

UTLWTCTI paildicio I Ui vaiuc viiant v
Industrie 4.0 (Version 2.0) ‘




m PLATTTFORMMBN

+1INDUSTRIEA4.0

Detalls of the Asset Administration Shell
Where do we stand with usable specifications?

LN N N

| se s e
L] L]
r’ Response PP
L]

Request ‘) Events
Specification series: Details of the Asset Administration Shell | :

Part 1 - Information model for the AAS for Part 2 - Interfaces and API Part 3 - Infrastructure, which
the exchange of information between for single AAS hosts and interconnects
partners in the multiple AAS
value chain e PV

= AutomationML = HTTP(S) REST - Edge

= XML/JSON e = QOPCUA = On-premise

= OPCUA = Message Broker, u.a. wie = Public cloud

= RDF OPC UA, AMQP, MQTT, DDS

= Paketformat

= Security

25
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Overview of the Asset Administration Shell

Latest publication: The Asset Administration Shell in Specialization

Th e ASS et Ad m i n iStrati O n Sh el | w Asset Intelligence Network (AIN)
SAP Leonar do TM: igentifikation Asset
In Speci alization... | S— U
i : T [ FAPEPPERL+FUCHS
P explains how users can develop their own C‘é Sowewer | H
submodels. et @ — @
» defines standardised basic submodels, p— = @ /
which apply to a broad variety of assets in the —_p o=
Industrie 4.0 world (e. g. catalogue data).

» provides templates for submodels. These
include identification and documentation.

» describes a Industrie 4.0 scenario which
implements and uses the Administration Shell.

26
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Detalls of the Asset Administration Shell
Use Case: Information about Products (“Types”)

- Supple »  Supplier has two products: a drive = Operator o
Internal and a motor. Internal
Design information about these Receive .'

. product types is held in @'
oo - o o erteilte
— administration shells in his system. sz ]

_lsEs
=

H 1
product s g master @
type data .

platform
Com 105 e .@
posit

v —_— v > Instance machine
1 25 @) | “coneome \ T G
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Detalls of the Asset Administration Shell
Use Case: Information about Products (“Types”)

> Supplier = edc] Re == [t operawr operator

Internal Internal Internal

120
Publish Receive ( Typgzznai%si:z Publish Receive
P = sl P 2
—
== | - = = =
product master 14.0-
type data platform
------------- Q)|
v e
v
7l —e | 5 "S""da‘el A Supplier wants to pass useful [ Comeosie
d b d b ducti
'ﬁ’ - information to Integrator, e.g. catalog T e
data on his two product types.

g' — E el : Supplier extracts this information, H — ()
= et consolidate makes a package and hands it over @'&
" — | 1= to the Integrator. N fO

@m.o- g O
latform
i =] -

Picture Hoffmeister/ Jochem, according Epple, 2016
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Detalls of the Asset Administration Shell
Use Case: Engineering with Product Types

Internal Internal
120,

Publish Receive Composite Publish
Type machine

Internal

-
-

product
type

> Supplier = edc] Re == [t operawr operator

>
Receive .'

XX
1
XX
al

[l

=

|

14
Composite * Integrator reads information into his

I
X

delivery f

Qo R (=TI [ ©

platform

= Inst; hi s .
el 2 e e admin shells, and engineers a
Lok e ® e Lolb N\ composite product.
roauct h h . . .
W — * +  He can engineer his composite
product with these “virtual twins”.
D] = 1 ey
'I%‘ _> consolidate 'I%‘ =" ‘ :
product . N . consolidate @
delivery = = product! A O
S| O=] | — | =L

Picture Hoffmeister/ Jochem, according Epple, 2016
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Detalls of the Asset Administration Shell
From Design to Reality: “Types” become “Instances”

Picture Hoffmeister/Jochem, act

cording Epple, 2016

E— p— - Re——
? Supplier v Integrator Re y Operator opi?:tor
Internal Internal Internal
Publish S : Receive -
o
— g| Integrator has ordered one of each Revestones \
N product (not shown).
— ’A Supplier produces one instance of X DT
each product.
product master 14.0-
type iz platform
Composit:e\}
do Tk > I ____________
%I Composite
|__product | Supplier passes information about producton
— produced product instances to
@ gl Integrator, e.g. individual serial — ()
U= — numbers, quality data @»&
product -E-
delivery I_ O
delivery | f
Do = —C
platform 'DE‘
1=
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Detalls of the Asset Administration Shell
Leading picture for Use Cases: a three-step value chain
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51X
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Detalls of the Asset Administration Shell
Use Case: Remote Monitoring & Asset Health

Internal Internal Internal
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Publish Receive E' Typgz’:ﬁti%:g‘i 7 Publish Receive
— (D] = (P4 o\
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u . .
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Detalls of the Asset Administration Shell
Use Case: Remote Monitoring & Asset Health

operator

— - Zum—— = - S ond
- ? Supplier - v . Integrator Re y ThonT Operator

Internal Internal Internal

I ==
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12)
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Detalls of the Asset Administration Shell
Use Case: Service Contracts

Internal

Internal Internal

> Supplier = edc] Re == [t operawr operator

12)

C
. Composite Publish — '

Supplier improved Type machine '.
Verteilte A
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Detalls of the Asset Administration Shell
The generic structure of the meta-information model

Asset Administration Shell
with its identifier and
submodel elements

Submodel
IDENTIFICATION
« Manufacturer = CUSTOMER GmbH
* GLN=10101010

« Manufacturers Product Designation =
140 Capable Servo Motor

« Serial Number = P12345678140

Submodel i

DOCUMENTATION
« Title = Operating Manual

+ Digital File PDF >
/aasx/OperatingManual.PDF

* Document Class ID = 03-02
+ Document Class Name = Operation

( Submodel &) [ Submodel @ [ Submodel O

J

Submodel
TECHNICAL DATA
* Max. Rotation Speed = 5000 [1/min]
« Max. Torque =200 [Nm]
+ Cooling Type = BAB657

Submodel
OPERATIONAL DATA

* Rotation Speed = 4370 [1/min]
* Torque =117.4 [Nm]

The Asset Administration Shell including submodels on technical data, operational data and documentation for 37
a sample servomotor. © Plattform Industrie 4.0/Anna Salari, designed by freepik



m P L ATTFOWRMMBN

«1INDUSTRIEA4.0

Detalls of the Asset Administration Shell
Submodels

Submodel = aggregates
Information that belongs together

4

Submodels combine different functional
aspects of an Industrie 4.0 component

Basic submodels (standardised): apply to

many assets in the Industrie 4.0 world (e.g.

catalogue data of products)

Free submodels: agreed between partners
in the value chain for a specific use case

Submodel @

TECHNICAL DATA
» Max. Rotation Speed = 5000 [1/min]
» Max. Torque =200 [Nm]
* Cooling Type = BAB657

Submodels should always
be linked to a use case
that creates value.

An Administration Shell
may contain many
submodels.

Aim: To develop one sub-

model for each functional
aspect.
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Detalls of the Asset Administration Shell
Submodel elements / Properties ~
rSubmodel @

TECHNICAL DATA
» Max. Rotation Speed = 5000 [1/min]
» Max. Torque =200 [Nm]
* Cooling Type = BAB657

Submodels contain submodel elements

(Submodel elements include e.g. properties.) \ )

» Product properties in terms of IEC61360-1 or ecl@ss
» Process variables and parameters, telemetry data

» Operations that do actions

Events to observe properties etc.

References to external data sources or files

v v v

References to other Administration Shells and their parts
(submodels, properties), also from external partners in the value chain
Capabilities of the asset, description of method calls

» Sets of properties, e.g. lists or arrays
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Detalls of the Asset Administration Shell
Meta information model - Basic

Submodel ,,Technical Data“
contains e.g.

HasDataSpecification
identfiable Max. Rotation Speed [1/min]
AssetAdministraionShell
P— Max. Torque [Nm]
+ securty: Secun .
+ derivedFrom: AssetAdmini Shell* [0..1] Coollng Type [1 ,2,3]
1 = HasSemantic
S as. lics|
HasDataSpecification HasDataSpecfcau_uﬂ Qualifier
identifable Faskind
HasSemantics + type: QualifieType
sset e 2] identifiable + value: ValueDataType [0.1]
+ kind: Assethind Qualifiable| ~._ + valueld: Reference [0..1]
+ assetldentficaionModel: Submodel [0..1] Submodel \‘\\
+  billOfdenal: Submodel* [0..1] "\.
: ¥ .
) ~.
ftenumeraiony R \‘-\
Assetiind k= B
HasDataSpecificatit
Type tenumeralions ;ﬁ;{:; e ;:stladﬂl
s siraint
Instance ModelingKind HasSemantics
Template Qualifiable
Instance Referable
uabstracty
SubmodelElement ~ [CTTTTTTTttoremtoeeess Exemplary Submedel Element
T “Property”,
! cther subele ment subtypes include
I opertions, collections, fles etc.
| eotemal
j dobet :
| mierences ;
i DataElement
Extemal Property
+ valueType: DalaTypeDef
tiexte maly
" + value: Value DataType [0..1]
Property Definition IEC 61360 + valueld: Reference [0.1]
V2.0
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Detalls of the Asset Administration Shell
XML Schema: Example

[...]

<property>
<idShort>>NMax</idShort>
<category>PARAMETER</category>
<description lang="EN">maximum rotation speed</description>
<description lang="DE">maximale Drehzahl</description>
<semanticld>

<keys>
<key local="false” type=“GlobalReference"
idType="IRDI">0173-1#02-baal20#007</key>

</keys>_ (Simplified) example
</semanticld> of a property
<valueType>double<valueType> “maximum rotation
<value>2000</value> speed

(idShort=NMax) with

</property> semantic reference

[...]
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Detalls of the Asset Administration Shell
JSON scheme: Example

"submodelElements": [

{
"idShort": "NMax",
"modelType": {
"name": "Property* },
"semanticld": {
"keys": [
{
"type": "ConceptDescription”,
“idType": "IRDI",
"value": "0173-1#02-BAA120#007",
"!ocal ':.true, Simplified example for
Index”: 0 a property “maximum
3] rotation speed”
i3 (idShort=NMax) with
"category": "PARAMETER" reference to local

} dictionary
1,

42
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Detalls of the Asset Administration Shell
Package format for exchanging content

Content package as file collection (similar to a L“@vrf't_;f"'""2"63"'a'a'sx

ZIP file, Open Office XML File Formats/Open B

Packaging Conventions ISO/IEC 29500-2) .
[T waterpump24634

r- _rels

%, Waterpump24634.aas.xml.rels
r. Documentation

» Asset information, submodels, properties and the values of B Waterpump_handbookcpef
their attributes are packed together. L —

% xFb_4564.bin

» Several Administration Shells can be put in one package. = Fo_7356.n
E Waterpump24634.aas.xml
» Submodels and properties can be shown as separate files. - L Kl
Igital-signature
. o r- _rels
» Each file can be signed and encrypted. 5' e

~ origin

" signatures.xml
", [Content_Types].xml
E core-properties.xml

4 Thumbnail.jpeg
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Detalls of the Asset Administration Shell
Use of semantic IDs

1 010 > Prop_erty
101 MaxRotationSpeed
2000 = year?

- semanticld = 0173-1#02-BAA120#008

2000 = Euro?
- | value = 2000 . 2000 Stepsl)
2000 =
0
semanticld
Property 0173-1#02-BAA120#008 Max. rotation speed
Data type INTEGER_MEASURE
Unit of measure 1/min
Definition Greatest possible rotation speed with
wich the motor or feeding unit may be
operated

2000 = Max. rotation speed (1/min)

44
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Detalls of the Asset Administration Shell
Use of semantic IDs for physical units

class Example Rotation Speed /
«ConceptDescription» § eCI@ss
N

Allgemein Admin Relationen Attribut Verlauf Release Ver

- preferredName (EN) = Rotation speed :
[n] 0173-1#05-AAA650#002

- preferredName (DE) = Drehzahl -

. . Name 1/min

- unit=1/min Primare Sprache Deutsch

- unitld = 0173-1#05-AAA650#002 0 ] ; i
Strukturierte Bezeichnung min-T

- valueFormat = NR1..5 ] i
Kurzbezeichnung 1/min
Erklarung Kehrwert der Einheit Minute
Ursprung der Definition NIST Special Publication 811:1995
Kommentar
Sl-Symbol 1/min
SI-Name reciprocal minute
DIN-Symbol min-!
ECE-Name reciprocal minute
ECE-Kode C94
NIST-Name revolutions per minute
Umrechnungsfaktor 1.0/60
ID fur Herausgeber 0173-1
Herausgeber ECL

Simplified example
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Detalls of the Asset Administration Shell
OPC UA Companion Specification

' Unified Automation UaExpert - The OPC Unified Architecture Client - I4AAS PC* - O

File View Server Document Settings Help

hePB@O + -

SN N T~

Project 8 X Data Access View © attributes & x
v [ Project # Server Node Id Display Name Value Datatype | & | @ [+]
v [3 servers 1 UA Core Sample Server NS3|Numeric|66 Kind Instance String Attribute Value ~
2, UA Core Sample Server 2 UA Core Sample Server NS3|Num 60 category CONSTANT String )
v 3 Documents 3 UA Core Sample Server NS3|Numeric|59 idShort TechnicalData String v Nodeld ns=3;i=58
4 UA Core Sample Server NS3|Numeric|65 Keys {'GlobalReferenc... String Namespacelndex 3
ﬂ Data Access View 5 UA Core Sample Server NS3|Num 80 Kind Instance String B
6  UACoreSample Server  NS3|Numericig2 Value 0 Float IdentifierType  Numeric
Address Space a8 x| |7 UA Core Sample Server NS3[Num 77 category PARAMETER String Identifier 58
8 UA Core Sample Server NS3|Numericl76 idShort MaxTorgue String i
3 Mo Highlight MIE] UA Core Sample Server NS3|Numeric|&81 valueType float String NodeClass O':JEG . =
= Root ~ UA Core Sample Server 3 Instance String BrowseName 0, "TechnicalData
e Sample Server 5000 DisplayName ", *TechnicalData"
v [0 Objects UA Core Sample Server cateqory PARAMETER String Description =
~ & AASROOT 13 UA Core Sample Server NS3|Num 68 idShort MaxRotationSp... String ; P g
. v & AAS 14 UA Core Sample Server valueType integer String WriteMask 0
15 UA Core Sample Server id http.//i40.custo...  String UserWriteMask 0
& Asset 16 UA Core Sample Server idType URI String <
. & Documentation 17 UA Core Sample Server Kind Instance String
18  UA Core Sample Server Value BABG657 String Ref 8 x
% ldentification 19 UA Core Sample Server categary PARAMETER String ;‘erences = =
1 1 3 & Identification 20 UA Core Sample Server idShort CoolingType String 7 7| Forward ~
D 1e E le kt roin d us trl e & OperationalData 21 UA Core Sample Server valueType string String ) =
© & TechnicalDat 22 UA Core Sample Server Keys {'ConceptDescri... String Reference Target DisplayName
ecnnicallata 23 UA Core Sample Server Keys {'ConceptDescri... String e
& CoolingType 24 UA Core Sample Server Keys {'ConceptDesc String HasComponent |dEﬂTIfI(aTIl.)H
- & Identification 25  UA Core Sample Server Keys {'ConceptDesc String HasComponent hasSemantics
— @ Kind HasComponent MaxRotationSpeed
v & MaxRotationSpeed HasComponent MaxTorgue
: @ Kind HasComponent CoolingType
f

@ Value HasTypeDefinition  SubmodelType
V DM A @ category HasProperty idShort
&% hasSemantics HasProperty category
| @ idShort HasComponent Identification
/ @ valueType HasComponent hasSemantics
HasProperty Kind

& MaxTorque

@ category vl € 5 Ejssumpunem n:ﬁ:}:‘t‘TnSpeed
Log
® 2
Timestamp Source Server Message

19.08.2019 10:38:40.755
19.08.2019 10:38:44.714
19.08.2019 10:38:44.717

Reference Plugin
Attribute Plugin
Reference Plugin

UA Core Sample 5... Browse succeeded.
UA Core Sample S... Read attributes of node 'NS3|Numeric|58" succeeded [ret = Good].
UA Core Sample S... Browse succeeded.
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Detalls of the Asset Administration Shell
OPC UA Companion Specification

istrationSheliType

Hasimerface—»  fAASIdentiffable Type

.| AASReferncelype:
| <DataSpecification>

| AASAssetType:
i Asset

|  AASSubmodeiType::
' <Submodel>

| AASReferenceType:
| <SubmodelReference> [ " |

AASSubmodeType -
<Submodel>

| AASConceptiictonary Type::
' <ConceptDictionary>

| AASVewlype:
' View>

| AASReferncelype:: AASAssetAdmimstrationShelf Type -
" DervedFrom | T orerreree¥ <DervedFom>




m PLATTTFORMMBE

«1INDUSTRIEA4.0

Security
Attribute Based Access Control (ABAC)

Access Control
Policy

prisins Rule e.g.
Maintenance engineers
may read and change the
data that is relevant to them
''''''' ] between 3 pm and 5 pm.
The prerequisite is that the
i machine is not active and
that the accessing
maintenance engineer has
successfully performed the
defined security check.

ABAC
Access Control
Mechanism

Subject Attributes
Object Attributes

Source: NIST Special Publication 800-162 48
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Security
Access rules

) ;

_\/ﬁ '- AccessPermissionRule with Formula/

Subject Qualifiable
Referable SubjectAttributes

L rules
' L
- i . AccessPermissionRule - — — — - — =

Subject Attributes

+ subjectAttribute: Property [1..%]

+ targetSubjectAttributes: SubjectAttributes [1..%]
+ permissionsPerObject: PermissionsPerObject [0..*]

V

Constraint PermissionsPerObject Object ObjectAttributes

Formula - _ _ _ | + object: Referable* — — —————=>| + objectAttribute: Property [1..*]
T 4 Gon Ret 0. «indirect» | * targetObjectAttributes: ObjectAttributes[0..1]
epen n: Reference* [O..

+ permission: Permission [0..*]

Object Attributes

Environment

|
Conditions :
@ |
A — \‘l/ «enumeration»
PermissionKind
Permission
allow
+ permission: Property* = = deny
+ kindOfPermission: PermissionKind not applicable
undefined

read, write etc.

49
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Maintenance Engineer
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Role=Maintenance
Engineer

1ss Security - AccessPermissionRule with Formula/

Subject

Constraint
Formula

&& SecurityCheck = true

AccessPermissionRule

Qualifiable
Referable

SubjectAttributes

peeeo=sE subjectAttribute: Property [1..*]

+ targetSubjectAttributes: SubjectAttributes[1..*]
+ permissionsPerObject: PermissionsPerObject [0..*]

V

Object: Submodel
“‘Maintenance”

PermissionsPerObject

===

+ dependsOn: Reference* [0..*]

«indirect»

(Time > 15 && Time < 17)

Time is an environmental

variable

object: Referable*

targetObjectAttributes: ObjectAttributes [0..1]
+ permission: Permission [0..*]

Vv

Permission

- —— —— ——=>] + objectAttribute: Property [1..*] Mode = |d|e

ObjectAttributes

«enumeration»
PermissionKind

permission: Property*
kindOfPermission: PermissionKind

allow

feny allow
n licabl H
no' appleable Read & Write

50
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Detalls of the Asset Administration Shell
Summary and outlook

JiNDUSTRIEA ... ZVE:
SPECIFICATION
Details of the Asset
Administration Shell
. s :
> o L .
<%l ey
™
[
& £ 1] }

Part 1 - The exchange of information
between partners in the value chain of

Industrie 4.0 (Version 2.0)

Developers can implement information models directly.

Information and data can be exchanged in a package (file
group) from one partner to the next in a standardized way
(XML, JSON, .aasx).

Including OPC UA, AutomationML und RDF mappings

Security aspects have been considered from the very
beginning.

Upcoming parts of the document series for developers:
» Interface of the Administration Shell (API)
» Infrastructure elements like Registry

51
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The AASX Package Explorer ''INDUSTRIE4.0

A tool that helps software developers to work with the Asset
Administration Shell right away

Exemplary
implementation of an
Administration Shell
that has to be
exchanged

Exemplary Browser
and Editor

Companies can
develop their own
solutions based on
their own business
use case.

File Workspace Help

Submodel element
Submodel element

hittp://customer.com/assets/KHB
VZISQKIY

™ AASX Package Explorer - Example_AAS_ServoDCMoter - Extended.aasx

‘_

4 E—m'lmon' [URI, http://i40.customer.com/type/1/1/F13EB576F648834;

2P “Manufacturer” = CUSTOMER GmbH
[ -eN- - 10101010
m “ProductDesignation™ = 140 Capable Servo Motor (EN)

[ “SerialNumber” = P12345678140

4 [B “TechnicalData™ [URI, http.//i40.customer.com/type/1/1/7A7104BDABS7E1

EE'MmonlionSpud' = 5000 [1/min]

[E2F% “MaxTorque™ = 200 [Nm]
27 ~CoolingType” - BABE57
. @'omnm‘ [URI, http://i40.customer.com/instance/1/1/AC69B1CB4

[P ~RotationSpeed” = 4370 [1/min]
(22 “Torque™ = 117.4 [Nm]
a @'mm‘ [URI, http://i40.customer.com/type/1/1/1ATB62B529F19
« [0 " (10

[ "Documentid” - 3 608 870 A47

[ “DocumentClassid” - 03-02
Proph "=

[ “DocumentClassificationSystem™ = VDI2770:2018

(EN) Bedienung (DE)

[ ~OrganizationName™ = CUSTOMER

[ - OrganizationOfficialName~ = CUSTOMER GmbH
[ “Title" - Operating Manual

M'ungungz' = en-US

[E1 -DigitalFile_PDE" -> /aasx/OperatingManual.pdf

@'Mmmedobject' ~> [Asset, Local, URI, http://customer.com/asse

‘_

B3 hitp://i40.customer.com/instance/1/1/AC69B1CB44F07935/ RotationSpj

- O X
Element | Content
Referable members:
idShort: MaxRotationSpeed
category: PARAMETER
Kind:
kind: Instance
Semantic ID
semanticld: (ConceptDescription) (Local) [IRDI] 0173-1#02-BAA120#008
Qualifier
Referable members:
idShort: MaxRotationSpeed
category: PROPERTY
Identifiable members:
idType: IRDI
id: 0173-1#02-BAA120#008
version:
revision: 2
IsCaseOf
HasData$
hasDataSpecificati (GlobalReference) (no-Local) [URI] www.admin-shell.io/DataSpecificat
DataSpecificationContent
Data Specification Content IEC61360
preferredName:  [de] max. Drehzahl
[en] Max. rotation speed
shortName:
unit: 1/min
unitld: (GlobalReference) (no-Local) [IRDI] 0173-1#05-AAAB50#002
dataType: INTEGER_MEASURE
definition: [de] Hochste zulassige Drehzahl, mit welcher der Motor oder die Spe

[en] Greatest permissible rotation speed with which the motor or fee:

T
valueType: integer
value: 5000

Show Content

Download the tool for free: https://qgithub.com/admin-shell/aasx-package-explorer

52
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The Asset Administration Shell
Advantages - Summary

The Asset Administration Shell

4
>
4
4
>
4
4

IS a generic possibility to compose information for 14.0 use cases.

can be used for non-intelligent and intelligent products.

is bridging company and sector borders.

is scalable and extendable.

spans all phases of asset lifecylces, from design to operations to maintenance.
allows for integrated value chains.

serves as the digital basis for the development of autonomous systems and Al.
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An Overview

» Industrie 4.0
Background: What’s new, really?

» The key building block
Industrie 4.0 component with the Asset Administration Shell

» Asset Administration Shell: An overview
Current work of Plattform Industrie 4.0

» Details of the Asset Administration Shell
Basis for practical implementations

» Asset Administration Shell in Specialization
How to develop your own submodels

» Information and support for SMEs
Where to find assistance for digital transformation
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Asset Administration Shell in Specialization
Aim and topics

v v Vv WV

Practical implementation of Asset Administration Shells and submodels
Starting point: a use case and sample scenario with a clear customer value

Specification of ID, metadata of the Administration Shell and its submodels
using submodel elements (e.g. properties)

Guideline for the definition of submodels

Definition of basic submodels, standardised

Specification of free submodels, agreed between two partners
Implementation in a demonstrator


https://www.plattform-i40.de/I40/Redaktion/DE/Downloads/Publikation/2019-verwaltungsschale-in-der-praxis.html
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Asset Administration Shell in Specialization
A demonstration

Asset Intelligence Network (AIN)
SAP Leonardo S$M: Identification Asset
SM: Technical data sheet

| SM: Process data Asset

SM: Identification Asset SM: Documentation Asset (VDI2770)

SM: Technical data sheet

Edge SM: D ion Asset (VDI 2770) E PEPPERL"‘FUCHS
Gateway Vo optical Distance sensor Ultrasound
hilszaher (measure distances d)

Control system Sorting box Sorting box

/17/7
4

Fieldbus module :
@ GjFESTI:I

SM: Identification Asset
SM: Process data Asset

FESTO @

Positioning system

Electrical deflector

SM: Identification Asset
SM: Process data Asset

SM: Identification Asset
SM: Technical data sheet
SM: Electrical energy use

Mechanical conveyor line

SM: Identification Asset

SM: Technical data sheet

SM: Condition Monitoring

SM: Documentation Asset (VDI 2770)
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Asset Administration Shell in Specialization
Overview submodels of the example scenario

Specific submodel ubmodel classification

Mechanical conveyor line (Festo) SM: Identification Asset Basic submodel optional

SM: Technical data sheet Basic submodel optional

SM: Condition Monitoring (based on motor data and sensor data) Free submodel

SM: Documentation in line with VDI 2770 Basic submodel optional
Positioning system (Halstrup & SM: Identification Asset Basic submodel optional
Walcher) SM: Process data Free submodel

Distance sensor ultrasound

(Pepperl & Fuchs)

SM:
SM:

Identification Asset
Process data

Basic submodel optional
Free submodel

SM: Technical data sheet Basic submodel optional
SM: Documentation in line with VDI 2770 Basic submodel optional
Distance sensor optical SM: Identification Asset Basic submodel optional

(Pepperl & Fuchs)

Electrical deflector 1
(Festo)

SM:
SM:
SM:
SM:
SM:

Process data

Technical data sheet
Documentation in line with VDI 2770
Identification Asset

Technical data sheet

Free submodel

Basic submodel optional
Basic submodel optional
Basic submodel optional
Basic submodel optional

SM: Point-to-point movement, rotative Free submodel
SM: Electrical energy use Free submodel
Electrical deflector 2 SM: Identification Asset Basic submodel optional

(Festo) SM: Technical data sheet Basic submodel optional
SM: Point-to-point movement, rotative Free submodel
SM: Electrical energy use Free submodel

Net lot Edge Gateway SM: Identification Asset Basic submodel optional

(Hilscher)

SM:
SM:
SM:

Technical data sheet
Topology detection
Documentation in line with VDI 2770

Basic submodel optional
Free submodel
Basic submodel optional
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Asset Administration Shell in Specialization
Outlook

Implementation of the structure Interaction of Administration Shells: The Administration

of the Administration Shell; Shell of the sorting machine communicates with its customers via
the possibilities of the an 14.0 language and thus independently optimises the processing
Administration Shell are also of orders — without a leading system. The failure rate is minimized.
shown for passive components The demonstrator shows Industrie 4.0 communication where the
(process data). components act independently.

Implementation of described Communication Independently operating

Administration Shells and between Administration Industrie 4.0 components
submodels SHES without central control
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An Overview

» Industrie 4.0
Background: What’s new, really?

» The key building block
Industrie 4.0 component with the Asset Administration Shell

» Asset Administration Shell: An overview
Current work of Plattform Industrie 4.0

» Details of the Asset Administration Shell
Basis for practical implementations

» Asset Administration Shell in Specialization
How to develop your own submodels

» Information and support for SMEs
Where to find assistance for digital transformation
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Information and support ONLINE =R

Digital transformation: Where to find assistance

INSPIRATION FIRST STEPS SUPPORT

Map Library Compass

=+ FILTEROPTIONEN

il4.0

7_ KOMPASS

More than 350 use cases of More than 140 publications Overview of more than 120
large and small companies in of Plattform Industrie 4.0 & support services:
a broad range of industrial partners: > Workshops
sectors. » Working papers » Events
» Roadmaps » Contact details of testbeds
» Guidelines in Germany
» Discussion papers » Competence centres
> etc. > etc.
ihAf(t)l-DOié///F\;\lllllvov/erf’sll\6/1it<;fz;)t:g]n-/EN/Services— r;(g?(jéﬁgtvégizf;g%r&bmorms/Listen/DownI https://www.pla.ttform-
Results/Industrie-4-0-Map/industrie-4-0- oads/EN/Downloads Formular.html?cl2Cat 140.de/DIANavigat o IDE/Angebote.

Ergebnisse/Kompass/kompass.html 60

map.html egories Typ name=veroeffentlichung



https://www.plattform-i40.de/PI40/Navigation/EN/Services-Results/Industrie-4-0-Map/industrie-4-0-map.html
https://www.plattform-i40.de/SiteGlobals/PI40/Forms/Listen/Downloads/EN/Downloads_Formular.html?cl2Categories_Typ_name=veroeffentlichung
https://www.plattform-i40.de/PI40/Navigation/DE/Angebote-Ergebnisse/Kompass/kompass.html
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Plattform Industrie 4.0
Platform’s Project Office

Plattform Industrie 4.0
Geschaftsstelle

Bulowstraflie 78

D-10783 Berlin

Tel.: +49 30 2759 5066-50
geschaeftsstelle @plattform-140.de

www.plattform-140.de/en
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